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TyTEMBTHEEHRLET,
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%1

X2

%3

x4

p3d

BEERXTARY BERT ARV EBIZTT AR A XM L TOERE A,

77X L 0S A¥Linux (64bit) DIRIE< L &, BIEA ON DIKEETA E ) H 4 X% 3GB KN 5 3B A TE
BETEFEEA, COEMIBLTVWEVNRRY Y FTL—TI FRREGYBRTEFEA,

VEIRT « RV OFHREMEBIRDBREFE—EIC1ETDOT, RADABFTHEOT L HRET,

BTN REDNIC ZEIBRLIZBEETYL. BERLC IS4 N— eI A2 MY % NIC BT
BIEMTEFTN. COLEIZNCT FLRADBEDLDIZSENHY F7,

vy bT—9 7ETH (NIC) N—D2H AN EMRETS DI O—VEERT S EETEERA,

B RIEY S U DmER L, FortiGate @4 O—nNL<y FIZETAREFEHTITONEREA, FHTH
EEZEBELTLIESL,
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(1) TH—N—UX ] T, REOIIVZEZHTL, TH—N—1FH BEERTLET,

FRfFE:30

RE | _tool | CPU__| XEU(MB) 7+ 2J JOJULZELR F5AA—hPRLRAT>a> _ AANE _ Fw6|
T | sEsssassl]

Q402-DEMO-01 @9 [F=-- i ﬁ:PU 561094 10.236.20.2 localhost.loca-- 225y
EIeTe) 0% - 1CPU | 0% - 1024 FEE localhost.loca- -
0% - 1CPU | 0% - 1024 FEE localhost.loca--
Q402-DEMO-04 0% - 1CPU | 0% - 1024 FEE localhost.loca- -

(2) REXSUVEELTIVEOHAWEZITIHRICE. TH—"—1F#k] BEET. “Vrvy b&dH 2"
REUEHRTL, REYSUEZFLELET,

I +—)(1§48:Q402-DEMO-01 AR bOJ | BREBH
' 1.
® O © | % le¢ B B, £ @
EiRON EIROFF Uty bk A A Lr g BEg Jo0—> o4 a5 FUTLAER avy—-i
R ©59 B85 - ERR
CPU: [ 0 0% - 1CPU 1RIBTT U %: Q402-DEMO-01
AEL) 43% - 1024MB CPU: 1CPU
VMWare Tools: EEEHER AEU: 1GB
RO 2018/02/26 11:12 F4R: Z%:50GB

KERT RETEENFARLGERDBEIZE, “Orvy OV OBRERRLEHY FEA.

(3) TH—N—t5H EET. “RETCVOGE" K208 TL. REY L ORE] BEZRTL
F9,

TR - SETSR

TR - HERR

B~ = g Q402-DEMO-01
CPU: 1CPU

HEL: 1GB

T4 R #HE:50GB

P —1F:

HERICZ T — = EEEE T ® k|
J0—)ULY v {0

JO—)ULF ELA: 0.0.0.0
VMNET-1402 (00:50:56:84:68:39) FEF

HotAdd: Bih
0sF>FL—F: Cent0S 5.11 (64hit)
A

(e o | EEvs o8k )

WEOVIDNRESNTVRIEBICOVTIE, BEHRATORENTEEFLEADT, Y R— U2 —ICTEKE
(g

35



(4) TREITLUDHE] BET, Y770 [6.1{RETSVOER] 2B LTRETL VD
EEmREL, “RN RAVERTLET,

I {EET S DRk

{8 = ABRD A D
{RIEY= 8 V7T1- DEMO-07
CPU & 1CPU(IRTLMIE) ~
AEUHAZ | 0.5GBRITOIE) v
BFET ALY 200GB(IREO1HE) v
BIIT« A4 Hhi(scsi-id:1)-100GB  (2024/09/25) wig ) ( BomER )

{h3kT + A% B0

LB EHIROIRFIE—EC 169 DT, mASEEFT

TIANR= P FY MDD 4075 TUBINETMNG (HWAddr:00:50:56:83:3d:35,

Net:10.236.1.0/24)
JENN# 1MIDDCNET (HWAddr:00:50:56:83:f0:19, Net:10.236.0.0/24)

0=y 7 QLRL@RIT v 200-FENZ R
Z0-/ULP BLA 202.231. ~

BEFFARAR 2 = - DFREERS (L. Fortigatedd I/ O—J UL w FICEI T S0
BB TTONFEEA, FHTCHEEEEL TS

(AN

-

(5) ANRBEHREL T, “RAN" REVERTLEY,

I [l

R~ = ABRDAS AR = ABROOHER.

{ FOPEICHEOH T, DEAJEBLT < EE0

{RET =>4 V7T1-DEMO-07

CPU & 1CPU

AEUH-Z 0.5G8

BFF AT 200GB

BINT -+ 47 HiiR(scsi-id:1)-300GB (2024/09/25) -7 Xk 2413 9 (100GB 7 5300GB)

NETMNG (HWAddr:00:50:56:83:3d:35, Net:10.236.1.0/24)
DDCNET (HWAddr:00:50:56:83:f0:19, Net:10.236.0.0/24)
20-JULTwT Lid
A0—JULT FL-A

«B5 ) C am~n )

(6) TH—/N"—1fE#H] BEET. “BRON" K228 TL, REYIUZEFHLET,

I +—)(1538:Q402-DEMO-01 AR bOY | EBREEH
I ' i
\te
® |l o ® s ¢ B’ _ @ 2 @&
SIFON SIROFF Uty b Yoy kD> BEY so-> 7 D/ 2 FYTLAR a>v-i
i
RrE: (=] 28 JEHER
cPU: 0% - 1CcPU RBTS % Q402-DEMO-01
AEU: 0% - 1024MB cPU: 1CPU
=i 1=l 2018/03/06 14:43 AEU: 1GB
BREEA: FARY: =:50GB
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MUYLERT « RV BIRBOIER
WRT 4 RV FRETS U ETSCSI HD & LTREIN, 2=—47% ID [scsi-id] AEIYHBTENET,
WsRT 1« R ZHIBRT 2RIIRBT S U L THIBRMERT « XU D scsi-id ##:2 L T, Desktop Data Center
DEET 4 R —BIZTRTENS scsi-id E—BLTWA I EZHENADHTLEELY,
X% 0S TOD scsi-id HERHEIE, B OSDAILTEETSHET S,
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HotAdd #&EICD LT
RETUDARYVERIL, VCPU/AEYDEMET 4 XY DIEFRIZDUNTIE HotAdd HiEEZEE S Z & TEIR
A URETHARETT, BL., EBFEA VIRETVIPU/AEY/TA RV EROTLIETEEEA, CDBAIC
X, BRA IRETOEENBETT,

% HotAdd BEBEZE S ICIXFT&H. TRMOEEHRBAFE LU, KBTI UEIC HotAdd #EEFHZICL
THDELRAHBYFET, BH. —EEDTIHEEDZEITEEFEA,

¥ CFIAOSIZ& Y. HotAdd #EENHHR— RSN TUOERMEERHY FT ., BHOIBIKRITTEDOY 1 +
[CTTHERT U,

http://www. vimware. com/resources/compatibi | ity/search. php?deviceCategory=software&testConfig=16

http://www. vmware. com/resources/compatibility/search. php?deviceCategory=software&testConfig=16 HMEREHDE @ T.
Product Name [& ESXi %3EIR L. Product Release Version [& ESXi6.5 U3 ZEBIRL TL &L,

¥ S Xk OS D Linux(64bit) DIRAE< S Uld. BIREA ON DIREETAE ) YA X% 3GB RiEmh D 3GB A
TEETEFEEA, COEIMABLTVWEHENWRRY S [FTL—T I FRRELGYBIRTEZEA,

[TFEEIE]
HotAdd #EEZE 0 =AR YV EEIF, CTHAD 0S PEERDARYVICEY ., ZERICHENFTREIZLD
BEEIHYFTINT, FRICHEREEZLZSATEREL T LS,

BEHHENFEORY/ EMIKE

BEBROBRETHEEHRHATEIC HotAddd #EEZ BRI T H I LIETEE A,
{EROEER>

FHOEERRHAFEOD HotAdd EEABTICH>TLET,

{OEM /83— F F—HEBTCHRAOEER>

MEIREE T, BEFKHRFED HotAdd BEEFEDICHE>TUVET, AMEEZFLEINDGEEICIE. Bt~
DHEBALAANRBETT,

R~ L o BOER/ BHIKE

BEHFRHEINFEOD HotAdd BEENEDHIEE. FHRITERSNBEET L 20 HotAdd #EEFHEHICHY F
ER

BEHFHEINFEOD HotAdd BEENENZIHE. FRITERSNBRET S >0 HotAdd HEEITEMICAY F
T, BL. RETS VERRICEEHERFED HotAdd #AEZEMIC LI5S, UENICER S h-RET
DUIZDTE, BEROIFETRET S VEIC HotAdd BBEZ BT 2 LATEET,

%2016 £ 8 B 19 BLBTIZER SN=RE< L Uik, T T HotAdd #EEAEMIZH>TULET ., BEIC
ISCT. BRAZREIZLTHAD MRETSUDIHmE] THotAdd BEEZARICLTLFEELY,
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| EEzs > ows

BT R OEVI- Froewed

CPU R

HOtAJSRIMIE [

XHotAdd #REZE —EAMIC LI-RE T S UL, HotAdd EEZEMICRT S EFTEEE A,
XHotAdd #EEAEMICE > TLSRB L UL, MREY L UFHRER) BE CHENTEET .

<HotAdd #4EENEZCH > TS {RET V>

247 - RIEER

BiR - BEER

RS >4 V7T1-0-DEMO-01
CPU: 2CPU

XEU: 4GB

F A R: 1=%E:50GB

CD/DVD RS+ 29) IS0 S — SDiEHE
MEI1—1:

HER) LR D — | R ®© [
A0—)ULYwS: AN

A0—)ULT RLA: 0.0.0.0

NETMNG (00:50:56:83:f0:60) RES

[HotAdd: B l

0SF>JL— I CentOS 7.9(64bit)
KA localhost.localdomain

( e )( B>~ DMk )

XHotAdd #EEAE R > TLRWEEHBAFORE T & > T, THotAdd ] DIEB FRIRSNFEA,
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6.5. B~ DIk

(1) TH—=N—JR+] T, HEOITIUVZEWTL, YY—N\—1FHR BEEERTLET,

Q402-DEMO-01 ER-
0% - 1CPU | 1% - 1024

Q402-DEMO-02 0% - 1CPU | 0% - 1024

Q402-DEMO-03 0% - 1CPU | 0% - 1024
402-DEMO-04 5 -1 -

02-DEMO-0 0% - 1CPU | 0% - 1024

e 30 v

HE | tool | U XEU(MB) FAAD JO—JUF KLR SN 1P KLA AT AANE
[ | 35zEsasty

10.236.20.2 localhost.loca--- 2253
RES localhost.loca- -
FRENE localhost.loca---
FEE localhost.loca---

(2) TH—/N"—1E#H] EET, “Orvy bFo0" RE0E2HTL, REYIVVZFLELET,

I H—)(153R:Q402-DEMO-01

AR> 0T | RREEH

® o o x]|¢ m

=IRON EIROFF Uty b vy U BEy J0—>

L T

axy—-ib

Reg: B4 - ERR
CPU: B 0% - 1CPU RETS &
XEU: [ sl 43% - 1024MB CPU:

VMWare Tools: EEENER AEY:
RO 2018/02/26 11:12 F4RY:

Q402-DEMO-01
1CPU

1GB

Z#:50GB

(3) MrEvLUIEHHERE] BET. “REYIVOHIR” K2 &R TLEY,

TR - SETSR

Wik - HENR

R~ Q402-DEMO-01
CPU: 1CPU

AEU: 1GB

T4 R HHE:50GB

P —1F:

HERICZ T — = EEEE T ® 'l!]
I0-)ULY v BL

A0—)ULF FLA: 0.0.0.0
VMNET-1402 (00:50:56:84:68:39) FHES

HotAdd: Bih
0sF>FL—F: CentOS 5.11 (64bit)
RA

( mavsome )| wEvsomk )

(4) UToOEZEENIRTEINEL, “HIR" K2 o E2HTLTREYS VZEIBRLET.

DEMO-01ZFL(CHIBRUTEILVWTIN ? BIRT3E. BIETEEEA.

mU3 =[53
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6.6. RETI DI O—ERK

FETS oDy O—rTlE, BEOREBETD VOIE—THARETL UINMERSNET, FALREZHEETE
5NDT, TA MRECHRREODRGIEBEL SICEMLGEEETT,
BEATVDFREIVTHIA—VEERTHIENTEFET, L. /OATOEVRETIE, X +0S
AT VWMware Tools ZEA L7 7MLV RTLDFRUENTESIC, V7 O—ERICKBT S EABHYFET,
COBEIZE. /OATOEVKHETETHL-OTERT S0, BREEZA TICLTERAITLTILZEL,

(1) TH—N—YX k] T, AROIIUELZWTL, TH—/1—1FH BEERTLET,

ERfE:30 v

WE | ol | CPU | XEU(MB) 727 JO—JUFKLR TN~ PP FLA AT 3y AN meE)

Q402-DEMO-01 EE-- o icpu kT 10.236.20.2 localhost.loca--- 2243
Q402-DEMO-02 0% - 1CPU | 0% - 1024 FRE localhost.loca---
Q402-DEMO-( 0% - 1CPU | 0% - 1024 FEE localhost.loca---
Q402-DEMO-04 0% - 1CPU | 0% - 1024 FEE localhost.loca

(2) TH—/N—1E#H] EET, “Orvy o0 REVEZRTL, REYIVEZFELELFET,

I +—)(§3§:Q402-DEMO-01 AR>hOY | BREEH
-~
i, ﬁ
® o ©| % |l¢e B & » H
ZiRON EIROFF Uty b vy b By 7§ ) S F VT LAER a>y-=ib
s g
R 650 EERET= 1
CPU: 0% - 1CPU RIETZ 2 Q402-DEMO-01
AEY: | suml 43% - 1024MB CPU: 1CPU
VMWare Tools: EZEE)EFR XEU: 1GB
SRR 2018/02/26 11:12 F4RY: Z#:50G8

(3) M@~ FEHER BET, “v0—2" K2 V0E2HTL, MREY O/ 00— BEEZRTL
F9,

I +—)(1&38:Q402-DEMO-01 AR>bOd | BRESH
® o © % olmn| @ 2 B
) L, mpe RN =
BFON BIFROFF vEvh | Sy ko L) po—y [VEIRI suzumm | avU-n

RRR: 25 - EHE

CPU: 0% - 1CPU BT A Q402-DEMO-01
AEU: 0% - 1024MB CPU: 1CPU

24REE 2018/03/06 14:43 AEU: 1GB
BREEA: S+ AU =#:50G8
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(4) MRE<L O/ 00— ] EET. REYIVRZAAL, “RN K2 UEZRTLT, BREEZRT

LEY.

| FEwsO—
{72 AT
DEMGC-01-Clone

DEM
A

< 0|
e

i

f

HUa

(5) MrE<L O/ /O0—r) EREECTREYSVAEZHERL. “V0—VER” RE4vE@8TFLT/O

—VEERLET,

| FEZ>>0ns0->

RS BAN BN 2 ROER

{F1E< < >4 DEMO-01-Clone

«E3 ) ( +oo0->#m
/ N e e

BUL3

DDC TERAREG AN Y I TREGVMREY S U(E, 70—V EERT S ENTEEFREA, BRAEGAR
VI TLT4 v ADOER BETIHERN LS IENTEET,

Fy kD=9 7HETE2 (NIC) B—DbEHINTVEMEEY L DO/ O—VEERTHILIETEEE
Ao
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%3 HO0—VICERBLEBEIZE. vy afR—FTRE<TS VO NMKEE] A TER 301 I2HRY FT, £,
CEFDOA—ILT FLRBTIZA—ILTHEMEINET T, ERVLAVOERETVDIGEIZIE. 1/0 BARFH
EULEBEBET/O—C0EREZEEFITLTLE L,

(1) FEETL 00— ERICKBLESRIZE, FyPaR—FTREYS OO DR A TERH
3011 12723,

V7T1-0-DEMO-07

fERisR30

(2) REZSVO MY—/N\EHR) OEET “BEAT R2028LT. /70— 0EREBRTLET.

I H—/)(1§8R:v7T1-0-DEMO-07

A2 O ETEEH

Hes: Bt - BENE
CPU: ] 0% - 2CPU {RETZ & V7T1-0-DEMO-07
AEL; | sanen 33% - 4096MB CPU: 2CPU
VMWare Tools: EREESR AEU: 4GB
ETRAR 2025/06/30 16:40 FART: #W4E:50G8B
EEEEA 2025/08/06 11:50 CD/OVD RS+ (2B) ISO A—iEis
= HED—: test
TRERAA: 75 R T — K R ROE POl
do-)uTy: 7L
e A0-)ULF7 RLR: 0.0.0.0
m NETMNG (00:50:56:83:6b:ac) FENE
DDCNET (00:50:56:83:cd:5b) FEE
HotAdd: B
osF 2T L—b: CentOS 7.9(64bit)
A NE:
# ¢ )

( mam )| mEvsomR )

(3) MEREZSUOI/A—2BRTI OEET “28—2 K R2 02 LT, 70— 0 ERRT
LEY,

| BE=>>0s0—>EST
B2 000- AFREBRITLETN ?

I O0—ERICEY R LEAKRT HAESICIE. 70— ERTDORBETS UV OEREZA ZICLI-KETERAITL
TLEEEL,

43



6.7. REZTIUOT—E2t 42— O— %R

(1) TH—N—UZR k| T, HAROTLUEERTL, [H—N—f§# BEERTLET.

=R 30 v

WE | ol | CPU | XEU(MB) 727 JO—JUFRLR T3~ PP FLA T3S AN me)

Q402-DEMO-01 EE- o;;-“;cwp‘u 1;”10724 10.236.20.2 localhost.loca-- | 2243
Q402-DEMO-02 0% - 1CPU | 0% - 1024 FEE localhost.loca- -
Q402-DEMO-03 0% - 1CPU | 0% - 1024 FEE localhost.loca---
Q402-DEMO-04 (o] 0% - 1CPU | 0% - 1024 FEE localhost.loca--

(2) NMrE<LUFEHRER BET, “Dryy 00" REIVEHRTL, RETSVEZEFLELFET.

I +—)(15%§:Q402-DEMO-01 AR bOJ | EFEEH
P
1
® O ® 3% ¢ B ® 2 B
- s g SEGIaEs o F—HEII—MY = -
ZIRON E|IROFF Uy b ey b BEg 7 T bals ) 7 F T LA a>y—ib
=7
TTH @50 =5 ATER
CPU: e 0% - 1CPU RE< 4 Q402-DEMO-01
AEY: | sam| 43% - 1024MB CPU: 1CPU
VMWare Tools: EESEFR AEY: 1GB
SR8 2018/02/26 11:12 AR E#:50GB

(3) TMMERE<LUIEHRER] BET, “T—424t 424—MI/0—2" REVEWTL, MREYL D ORHER]
EEZRRLET,

I +—)(1538:Q402-DEMO-01 AR hOY | BREEH
! i 7
O 2 O ?—&t;a—ma Ep =
ZRON SIROFF Uty b Svy hII> L) so0—> S FIT LA a>v-i
o
R @00 25 ITEHER
CPU: 0% - 1CPU RETZE: Q402-DEMO-01
AEU: 0% - 1024MB CPU: 1CPU
301 2018/03/06 14:43 AEU: 1GB
BREEA: FARY: =#:50G8
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MR~ DR BET, REYSVEEANL. 70—2ET 21208 —EBRL. “RAN" K

(4)
AUERTLT, BEEE~NBBLET,
| 7—5e>5—moo—>
BB 2T
DEMO-01-Clone v
VS
(58) T8t a—RM/A—r) BRBEBTREY S VBEIR—VEDT 32 —FHEL.

A— R RV EWTFLTOO—V&2ERLETS .

| 7—%te>5-moo—>

RIER= 22T RETS 2 BO%ER

{F#8V = > % DEMO-01-Clone
S E—- ART -2t 48—

«=3 ) ( =soo—>#m )

BU3
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6.8. RE<I DO Y—ILEE

JE—FIVY—IBEEFFES LT, V3470 baVEaA— 43D RETI VOOV Y —/LEEIZER L T,
TYRPF—R— FIZ&BEET LV OBRENTEETS, o, 10 A A—SHEDI ATV FTIA RER
B UICESET 20 ELTRTT,

RE<TS DAY —I)LEERADESIZIE. VMware Remote Console (VWMRC) Frt=lZWeb JSHYEFIATEE
T, AVY—IKREVED )Y LTRRENDY ITAZ1—TEIRTEET,

I H—)\I8#:V7T1-0-DEMO-01 I 77y TERTE ey ks e B
' ® 3.8 C P 1
® O 3 L P i
RIRON RIFOFF Uty bk Sl ol b i 20—-> F—AEIH—MY  FTLER a>vV—-ib
o-—>
VMRCIS1AF > b
RRE: 243 - BT WebOS54A4F7>

«-VWMRCa>Y—I)L
aVY— LT TYHsr—<, 3> (WMware Remote Console) ZF|BALTHREI VDAY —ILEZHL I EMNTE
*9,

XVWRC avyY—ILEFESIZIE, 95472 a2V Ea—3TEFEVOITSHHFIZTSHTAEA A M—ILL
TL &L, Windows 0S D& IZxIh)

“Weba>yy—JL
O—A)ILavEa—42DWeb TS5 %FALTERETS DDAV —ILEZHK I ENTEET,

[TFEFEIER]

XYE—Favy—)L#EEIE. T1.1 T SHoH] TOHFZHAW=EFET, mac0S. Linux OFRETOFIA
[2DWTIE, RIS L UHERIEFBS CH-TEYFEEA.

¥y —)Li{ETI& Desktop Data Center H—/3 910~1199, 11000~11099 HAR— rZFEHALET., ZFIH
DY R IT—VBBEOI7A T 74— ILTINLDR— b EFESBEENFAIINTULEWNMES, 2V VY—IL
MEEEFIRTEEREA,

XWeb VS AT7 2V FTIIMREI D UIZISO AN A—DEERTOIENTEFHA, [SO M A—CEBEDHEEL[E
STEHRLTLEELY,

VMware Remote Console % . Desktop Data Center ML Ao O—KLEHFD/NA—23 2 B.00Min/N—2
AT Y TLEBEVNESICLTLEEW, N—=2a3 07y FTLTLELEGRICE. 7404 VA F—ILERIZE
BEA R BF=ILLTLEELY,
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WMoY —)LEGRFIR Web V35472 k)

HB—N—UAK

| BERS>E B tool | CPU_ | XEU(MB) F(RY [JO—/ULF KL

Q402-AT-NEWO1 [Zels]
Q402-AT-NEWO02 &0 =
Q402-AT-NEW02- [Ie1<)
Q402-AT-NEWO3 [Zels]

3¢ ¢ B

PR o Le bl Btk IJ0->
B2 - REME
1CPU AR
4096MB CPU:
AEU:
T A AT

2 3 4 5 5] 7 8 » >

0% - 1CPU | 0% - 4096 +3072GB

0% - 1CPU | 0% - 4096 T 100%B

0% - 1CPU | 0% - 4096 +100GB

0% - 1CPU | 0% - 4096 null

L) e &
F=AtLLH—-MT FLITLER V-

o—2=

VMRCIZSAF > b~

WebZ34FP>

Q402-AT-NEWO02
1CPU

4GB

i 5068

{3k (scsi-id:1): 100GB

Enforee US Kayboard Layout | View Fullsereen § Send Ctrl+Alt+Delale

B

O1

Desktop Data Center M4 v afRR— KIZ
RERENFE=H—NYRFT, aVY—ILiE
BETOIHNRDRETVUEBRIRLET,

02

M—/—1FHR] OBEET. 3>V —IL]
REUMDS TWWRC 2 SA4 72 b %&IRL
Tarvy—ILEZEBE8LET,

03

Web IS HHD#H LNNVETT . avy—ILN
MEET,

X Webary—LIE, aVY—IHRRTENDIHLWE IHVEL EFTICHEAL/IMNSZENHYET,

% Ctrl + Alt + Delete F—Z#g 7o avik, BIELED
w2 LTLEEL, (Linux TIXEME S BEHIZHYFEFITDT, TEELLESLY)

¥ AE— TR R=XFOBEICIEAELTOVEREA.
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WMo Y —)LEHEFIE (WRCa>Y—IL)

The server you are connecting to is presenting a security certificate with
the following problems:

- The host certificate chain is not complete.

= The host name used for the connection does not match the subject
name on the host certificate.

Do you want to ignore these problems and proceed anyway?

7] Always trust this host with this certificate

i 2 3 4 5 6 7 8 » >
RIS 4 8| tool | CPU [XEU(MB)| F42RY JO—/UFELZA]
Q402-AT-NEWO1 [ezee)] 0% - 1CPU 0% - 4096 | +3072GB
. | e |
Q402-AT-NEW02 B TR 0% - 1CPU | 0% - 4096 | T100GB
Q402-AT-NEW02- [Ze2e)] 0% - 1CPU 0% - 4096 = +100GB
Q402-AT-NEW03 [ezee] 0% - 1CPU | 0% - 4096 null
L -
C B3 i L2
PRl ol b2 BizE o0—-> F—HELE—MT FITLAR axv—-i
o->
VMRCOSA 7> b
=8 - TN WebZ3514F7 >+
1CPU L5 ETE Y Q402-AT-NEWO02
4096MB CPU: 1CPU
HEY: 4GB
TA AR HEHE50GB
Hi3R(scsi-id: 1): 100GB
Ly
//
leading...
B2
Invalid Security Certificate X
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Desktop Data Center M4 < af— KIZ
RREINEY—NYR LT, aVY—ILiE
BETOINRDIREIT L UEEIRLET,

02

M—/—1FR] OBEET. 3>V —IL]
REUMDS TWWRC 2 SA4 72 b &RL
Tarvy—ILEZEBELET,

03

MMoading...] OEIEMNRIRINET,
KIRADPCIZTSTA UM VR =L
SNTWEWMEEIZIE TTS51 001>
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Invalid Security Certificate X
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the following problems:
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« The host name used for the connection does not match the subject
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Do you want to ignore these problems and proceed anyway?
7] Always trust this host with this certificate
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The keyboard hook timeout value is not set to the

0 value recommended by VMware Remote Console.
This can cause keystrokes to be lost when the host
is under stress. We recommend that you allow this
application to update the value, Once this value is
updated, you must log out and log in again in
order to have the value take effect.

Click "OK™ to update the value, "Cancel" to leave it
unchanged.

[C] Do not show this message again

Cancel

T Q402-AT-NEWO2 - VMware Remot..  — O b4

VMRC = :ﬁ: T &

<EEVWIY

WAL SRS EH LT
i CEE LT <ES0

55

21

F—AR—=FTVIDEA LT MENRKRE
ETHACELEHRT S84 T7OINRT
ENFEIDT, K] R2vEIYVILE
a-O

22

RET DAY —ILARTEINET,

23

AVY—IILERERTTDHICIE. D142 F
DEEEFALCTIC. TRALS1 RE2 U EHL
TLEEL,



BS54 4 VAR—ILEIE (Firefox DBE)

TSIAHA A P—LSNTUEEA 01

Firefox IS0 Vg a0 LTA A R—JLL T EE0

MAVY—IIREEI Y9 THETT
STAUNRA VR R—=LENTVERAL

DEENRTEINETDT, TFirefox DT
STAVFIZEI) VI LTA VAR M—
MLTLEZEW 299y I LET,

HLs

www.qa.fbe-vdejp K7 EAYDIYAM-INEHTLETH ? O 2

www.qa.fbc-vde jp BETFAVESVAR-ILLESELTOWET . BT
TR IOV FEFAI YA MORET IR EFBYET,

PEAZDEELGAYA - DFEER

M7l OE@EARTEINETDT,. 1R
F—ILZEHITI #0 Uy LET,

(P RAVDA VA M—ILEHFALETS

3 Bootstrap remote vmre console EEMLETN 7 ZOILIEMAEL 03
LFOFRELF S ETT:
o TRTOIITHA FORESWETF-INDT I A lBootstrap remote vmrc console Z3&fN
® Firefox LRRIOTOYSLEDAYE-T T o
o BHOET LEIHMN?] OBEBENRIRSINET DT,
. I59F-DITADT IR
st Tchrome M TS5 A4 I Z&9UvH L
MO TAVRAM—LLTLEEN] 29U YYD
l./ i?_o
* Bootstrap remote vmrc console #BMENELE, O4
THVr=23vAZ1- 6P FAET-VEEBTEET.
[ z o RSO TS1A—- o1 EOTORTESTTS(A) lBootstrap remote vmrc console AHViEjN

INELE] OEESRTIAETOT,

K1) 200y oLEY,

56



T30 A R E=ILENTLERA

VMware Remote Console 7541 b WA —ILEnTuang, FeEREOh0E
tHhe [A2A =)L) #LTA A R—ILLTEEL

vmrcinstallerexe #B1< X

ROTPANERIIELTUVES:
& vmrcinstallerexe

I74 IWDHEE: exe File (6.8 MB)
71 IVDIBFAT: https:/fwww.qa.fbe-vdejp

IOIPINERFLETH?

g

E vmrelnstallerexe IEI
— FTLiLE—68MB

FARTOF IO~ FEEERTS)

VMRCAYAR-5

SR AADFEITIT: FreeBit Co, Ltd.
IrAIOAFS: Z0IVE1-9- EDN-F F514T

HiEERT

[ = ]

57

05

[TSHTALUNA VA R—ILERTLEE
Al DEENRTENETOT, 12X+
=Ll F#UUvHLET,

06

Tvmrcinstal ler. exe ZB < |OEEA R
SNFETDOT,. (I7MILVERTFEI EIUY
9 LET,

o7

T7ANERFELIGRMEREET,

O3

&77 L1= Tvminstal ler.exe] #EfTL. T2
—H—FhHOL LI OF4A4 T7RTHAR
rentfzb, MEW RE22EH Uy o LE
ElR



ﬁVMRC'I’:JI’-*i - InstallShield Wizard . X
VMRCA »A—3AdInstaliShield 54— FAL3ZE

InstaliShield(R) 44— Fl3. CEAOIYE1—5A VMRCA
VAR=F VA= LET. TRAIEDUSDLT BITLTC
&L,

B COU0ISLE. BFEERLVERRBEC - TRESNTL
3

< B3(B) vl

ﬁVMRC'f‘JZh—i - InstallShield Wizard X

TOIFLEA VAR LT BEMNTEELE
VY= FR AV VERE TR RN TEZLL,

TAYAR=IEDIYILT, AV A=V EBRI LTS L.

AVA-LOBEESBULNEBTBRAR, [RIIEIIYILTIES L, F et )%
DUuDTBE. VT FERT LET,

InstaliShield

< B3(B) m ol

1 VMRCA AR~ - InstallShield Wizard X
InstaliShield 24— FEFE T LELE

InstaliShield 24— Fld, VMRCA YA =7 EE®CIUAL
=MLEUE TR T IEYDLT, 2= FERT LT,

< E3(B) (F) Frotilb

TS0 2hA VA R—ILENTVERA

VMware Remote Console 541 b LA F—JLasnTLgnh, FizERO0#E
Bl [A22F=)L] B#RLCA A R—LU T EZ.

09

TVMRC A ¥R b—31 DA YR b—JLo 4
Y- FARREINEDT, TR~ RE V%
2099 LES,

10

EEOERICAE>TA VA —=ILLET,

11

TVIRC 4 X b—51 DA >R F—ILH5E
TLEO RTIRE2VEV Uy LET,

12

[TSTALUNLA VR R—ILENTNEE
Al DEMEIZEY. BETA VA =L KR
BoHEGY I LET,

58



VMware Remote Console /547 bl A b—JLEN TLVRLWDY, FI=[ERONDE
Bhe [A2AF=IL] #RLUTA A R=ILLTLIEEL,

T4 A0 0—-FLTWLET (47%)

2l
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Welcome to the VMware Remote Console Setup
Wizard \

The Setup Wizard will install VMware Remaote Conscle on your
computer., Click Next to continue or Cancel to exit the Setup
Wizard. ‘
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Copyright 1998-2015 VMware, Inc. All rights reserved. This

R E M OTE product is protected by U.S. and international copyright and
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‘ﬂ VMware Remote Console Setup - X
User Experience Settings L)
Edit default settings that can improve your user experience. )-I—/

[ICheck for product updates on startup
When VMware Remaote Conscle starts, check for new versions of the application and
installed software components.

[JHelp improve VMware Remote Console
Send anonymous system data and usage statistics to YMware.
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Click the Finish button to exit the Setup Wizard,
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Invalid Security Certificate X |
The server you are connecting to is presenting a security certificate with | 1 9

the following problems:
- The host certificate chain is not complete.

« The host name used for the connection does not match the subject
name on the host certificate.
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Do you want to ignore these problems and proceed anyway? ‘ (Invalid Security Certificate) NRR
DAM: this h ith this ificate -
i e hETDT. Connect Anyway] RE %S
[view corticns Cance
S
VMware Remote Console X
The keyboard hook timeout value is not set to the 20

@ value recommended by VMware Remote Console.

— This can cause keystrokes to be lost when the host
is under stress. We recommend that you allow this N - S===
application to update the value. Once this value is F—R—FIT7YIDRA LT |‘1|E75\5EE
updated, you must log out and log in again in

e tome e A e s ETHDHCLEWRT 554 FOIHNERR
Click "OK™ to update the value, "Cancel" to leave it
Mo ENFETOT, IKI RE2UEIY VI LE

[[] Do not show this message again
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Welcome to the YVMware Remote Console Setup O ;

Wizard

l'VMware Remote Console] MDA > X b—JL

The Setup Wizard will install VMware Remate Congole on your

wirznapr;fer. Click Next to continue or Cancel to exit the Setup ‘ '.> 4 _Ug_ F‘b‘*iﬁéhéw—c\ Eﬁo*ﬁ.a—:
BOTAVRAM=ILLETS,

VMWARE
Copyright 1998-2015 VMware, Inc. All rights reserved. This
R E M oTE product is protected by U.5. and international copyright and
intellectual property laws. Mware products are covered by
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hitp: /e ymware.com/go/patents

ﬁ\u’Mware Remote Console Setup - X

User Experience Settings ] O 8

Edit default settings that can improve your user experience.

A4 2R +M—J)LEF®D lUser Experience
] Check for product updates on startup
When VMware Remote Console starts, check for naw versions of the application and

CEE St CE R S Settings ] B m T [Check for product
[Help improve VMware Remote Console
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Click the Finish button to exit the Setup Wizard,
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Invalid Security Certificate

exe

x |

The server you are connecting to is presenting a security certificate with

the following problems:
- The host certificate chain is not complete.

= The host name used for the connection does not match the subject
name on the host certificate.

Do you want to ignore these problems and proceed anyway?
[ Always trust this host with this certificate

][] o
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1. SSL-VPN o> FI A
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RD—HADT7HRX, FortiGate DBRFEFTOIEMNTEET,

SSL-VPN Toh#E#HIZIL. Web Mode & Tunnel Mode @ 2 DDAEMNHYET, T4 —T 14 v FEAHER— K
L TULy3 SSL-VPN % Web Mode THIFAT BB EDXE T T IH(FXLTO®EY £4YFEF, (Forti0S 7.2.7 Bm)

ARL—TF4 2T - RT L DxITITSoY
Microsoft Windows 7 SP1 Mozilla Firefox version 113
Google Chrome version 113
Microsoft Windows 10 Microsoft Edge
Mozilla Firefox version 113
Google Chrome version 113
Ubuntu 20.04 (64-bit) Mozilla Firefox version 113
Google Chrome version 113
mac0S Ventura 13 Apple Safari version 15
Mozilla Firefox version 113

Google Chrome version 113
XKIDEILPDN—=D 3 UITDONTIE, HMETHIEELHY FTTH. 7 R— RN TT,

$¢SSL-VPN #BED 3t s T T HI & 1.1 [T 524 12588 D 5 Desktop Data Center [T T BT T
EIFEBYET,

%Tunnel Mode TH#td HZEITIE. SSL-VPN VT ko =7 (FortiClient VPN) ZZFIAL L, 4.
FortiClient WPN(ZZ U=V I b THZ1zH., A—H—DHR—tBHYFEFA, COLORY—ERIZESE
FLTH, REPTEEFZFICHT OIBBVEDLEICDODEEFLTERR I IA—FTOXIEERY FT,
FortiClient WWN &2+ —TFT 1 v DY A AL EOO—FRTEFETS,
https://www. forticlient. com/down|oads
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7.1. SSL-VPN &

WSSL-VPN R—% )LD EEH 5 Web Mode TH#Ed 5 FIIE
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lDesktop Data Genter | EE T, “SSL-VPN”
DIV EIIVILET,

2

SSL-VPN R—Z LD BT A VEEHARK S
NEIDOT, EBETHY U FEEEEN
ATJ—FzZzAAL. BYAY Y9I L
FY,

3

SSL-VPN R—Z JLDEEARTENET D
T, 94y 08R 20y LET,
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IA4A VI EROERARTINET DT,
URL 24 —JL KIZ Forti Gate @ URL %
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| Password |
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MFortiClient Z{# > T Tunnel Mode T#i#i9 A5 FIE (FortiClient VPN ver.7.0 DIFE)

FortiClient VPN
The VPN-only version of FortiClient offers SSL VPN and IPSecVPN, but does not include any support. Download the best VPN software for 1
multiple devices.
i
Remote Access s . s 00
. TE®D WL 272X LT, FortiClient
Download VPN for Download VPN for Download VPN for Linux

SSL VPN with MFA Windows MacOS

IPSEC VPN with MFA - VPN A4 VA M—F5&F458HoaO0—FKLZE
DOWNLOAD DOWNLOAD

ER

e
l'l
Download VPN for Linux

Download VPN for i0S. Download VPN for httpS ://fort iclient. COm/dOWn | oads

Android
DOWNLOAD
DOWNLOAD

3 FortiClient VPN Setup - X 2

Welcome to the FortiClient VPN Setup Wizard
Ay O—KLf=FortiClient VPN d 4 >

Ab=5zEHL. RN KEEV )Y
JLEY,

The Setup Wizard will install FortiClient VPN on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

(N

[] Yes, 1 have read and accept the |L\cense Agreement H MNext | ‘ Cancel

3 FortiClient VPN Setup - X

Destination Folder

OV

Click Mext to install to the default folder or didk Change to choose another,

HOERIZHEWEY F Ty TEEHFE

Install FortiClient VPN to:

<o [E

IC:¥Program Files¥Fortinet¥FortiClients

Back || Next | Cancel

3 FortiClient VPN Setup - X

4

Ready to install FortiClient VPN

AR b= REVEI VI LT A
Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard, R |~ _)I/ é F*ﬁ t‘él\ L 35 j’ o
Back H Instal ‘ ‘ Cancel
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# FortiClient VPN Setup - X

Installing FortiClient VPN

Flease wait while the Setup Wizard installs FortiClient VPN,
Status: Copying new files
I
Back Next Cancel
#9 Forticlient VPN Setup - X

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

o
[ €N

Welcome to FortiClient VPN!
Thisis  free version of FortiClient VPN software with

=2 ot P
support. | will ot contact Fortinet technical support for any fssues
experlenced whie using this free software.

=3
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@ FortiClient VPN
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VPN
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R=FORE 443
Enable Single Sign On (SSO) for VPN Tunnel
PERE ST T )
2@ O 1-vaAn 1 BERTT
"] Enable Duakstack IPva/IPv6 address

TN W

[SSL-VPN] %:&iR
(EED#EHKA)
(EEDERHA)

FortiGate ® IPvd 7 KL R %

O

TVPNERTE) 20 v LTRERSND [H
VPN #E6t) OEE T TRERERELSE
To

XPBEEHICEIYSTOoNE-IPVA7ZTRLRTAOY S E X y.zméE LB E X y. zm2124 Y £94 ., F =1L Desktop
Data Center @ TSSL-VPN] # TD') 2O %7 KLAEZSBTH L TH AWV ITET,

R— FDR&E

V3472 MEAE (EED#ER%A)

Bl

Er

(IEEDERA)
A—H&AAA

@ Fonicen x
@ FortiClient VPN
#0004

ARVPNIESR
neg FreeBit Cloud VDC
el

UE—hGW XX IO XXX KX
+ i

M= FORE 10443
Enable Single Sign On (SSO) for VPN Tunnel

=% O a1-tr&ah 1— T BERG
Enable Dual-stack IPv4/IPv6 address

oo |

FrwhsEAN, [10443) 2Z2=HBZET,
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JLEY,

XBREEBEBURTY SICIE, BEEL
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features and receive

VPNER FreeBit Cloud VDC
PFELR
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BT 45KB

P40 ALY
@ FortiClient VPN
A & Q9 0 a
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LEY,
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8. FortiGate MifE

FortiGate (X, Z< DEFa ) TABEELTHBAT-MERY N IT—V X2 VT4 T ITZAT7UARATY, XAY—E
RIZBEVWTEEHF. BEHRBIZCHAESN=VDOM (Virtual Domain) ZEfExtHEL, Wb V82 —TJ 11— %
FALZT FortiGate DRIEERTE - EEETIENTEET, ThITL Y, BENODEEHR=-_—XITEDLELEDH
HOWNGERY FT—9 - X2 T4 E2ERHTEHIENTEET,

FortiGate M&FEEZTEIL. Web TS5 95 ZF|IB L T FortiGate d Web EIEEE (Web-Based Manager) [C7 4R L
TEELET,

8.1. FortiGate TirRft =n SHkaE

FortiGate TIRM SN D ELGHREZUTICEFE T . AV T7ILTIE. FEBICOVWTEKMISEHRBALFITH.
—EHR— FARNDEENEENET T CALUSNDBEEEICOVWTIE AU F4 UALTESEICL TSN,

- Security Profiles
~Firewall (Z74 74— ILKR)I—)
-Intrusion Prevention System (A IE{RAMREN/FBHiED) *
—Email filter (KA —ILT1ILE) *
-Antivirus (Z72FI4ILR) * %
- Load Balancing (A— K/\5 > RX)
- Logging and Reporting (KUK OJ DBE) * *
- SSL VPN
- IPsec VPN *

» Authentication (GREIEIEIRTE) * *
* FINDDWIEERIX, KUY —ERICEVWTEARWIZHR— FARNTT, A*—ILTORBERICDOEELTIE,

—RRAEERICROTIERNEZELLIFEHIENTESHBELTEVFETOT, FERICTHHEL I,
* xFIQEBE (X, AYZa7I)LTIEHALTLEEA,
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8. Fortinet #tAH/R— L TLVA FortiGate WEB EBEE DG T I 9HFIZLUTOREY T, CDfD/A—
DaVvTHLIHAWLEITREELHY FTITM, Y R— RN ERTYET,

Microsoft Edge 114
Mozilla Firefox version 113

Google Chrome version 114

*FortiGate WEB EEREE D xths 7 5%, M.1 5t T 5241 IZ5REH D & 5 Desktop Data Center [ZxtFT
B5759H, BEXUSSL-VPN #EED® ST T IHF EIFBAYET,

XFortiGate DERFEEIZH LT, REAMICTTILF /NS FXF(BREZEST) DFERILAEETT A, A—h
—FERLLOTHEYFEIDT, TBESLEEL,

X—EBD GUI TOIR{EIZDUNT., SSL-VPN Web Mode TIZEERZR RN INGEWW EAHY EFT, CDIBHICIE.
FortiClientVPN Z#|FH L T SSL-VPN Tunnel Mode TiEfE L -ikEETIREL T &L,
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8.2. FortiGate Web BEEEEADT7 I X

1) [7 SSL-VPN OF|A)] OFIExSHE L, FortiGate T SSL-VPN#E#E L E T,

*FortiClient VPN %> T Tunnel Mode T SSL-VPN #%#% L TUL\SIH&IZI&. Desktop Data Center d
[FortiGate] M) 29 %49 1)y LTLEELY,

K2 freebit cloud VDC 47: JU—Ew bEREH (VA7 AERE) | osror
Desktop DataCenter i
I1-tEre AEEES v o B&AS
V7T1 (vc7:1) ~ I Hwzar—F
@ svzam-r = | SRR A ERABDVCPUEL 1,2,4,8,12,16
P EIRAREATUY AL 0.5GB,1GB,2GB,4GB,8GE, 32GB,64GB
BB mavson oY 10 vl
@] nasnsz>rL—t JERT— | #essssns on
) ==

@ sorx—sEn FOEZGHTRF ELR . |5
Fo ho—2%0E
@) v ro—owE o

NyoPv mEoemE: 25.97c8/100008 EE
% SSL-VPN

ann

= _® Fortigate

uns

28/ 1-YIE ROPOIAY "t

i +~>ros

& w=27n-Fa

B sEvabE 2 z
sEFEE =£EE0 | magm 10 v
V7T1-0-DEMO-01 0% - 2CPU | 0% - 4096 | &4 50GB FEES -

2) FortiGate dO4S A VEMET. “FortiGate EEET7HH > b & “FortiGate BEE/NXT— K" ZAAHL.
Login##TLEY,

| User Name

' Password
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8.3.

FortiGate Web EIEEEDE7EA

FortiGate Web BEE@EICT IR THE. UTOBEMLRTEINET,

[® uTMTKY-D-014

& Dashboard

Security Fabric

]
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HREEE x @3 .
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0
13:21:50 132055 132200 132205 132210 132215 132220 132225 132230  13:22:35  13:2240 132245
ons 11

= Ex | Memory iminuter E+ || Bandwidth VLAN lhour= i+

100% 3.0kbps

2.5 kbps

75%

2.0kbps

50% 1.5 kbos

1.0 kbps

25%
500 bps
0% Obps
13:22:00 13:22:30
= 15%

FortiGate Web EIEEME T Dashboard > Status [C#E)d S L., FortiGate DIKEEZTRIRIEA NIV RE D4
CIYrTRTRTAIENTEET, FTRTAI4 DTy MIEFT R ENTE, Ay aRhR—KELTER

T TRETEEY,

Status # v L aR— FTHRETESXLI9sPzy F—E

Security Fabric

XA T AEEEDRT—2RAERTLET,
XA —ERXTIL. FortiAnalyzer & FortiClient ZF|FATZEZE
ERS

CPU

1RE LI-#iM D CPU EREARTENET., Y5 T7ELETIYVRE
BETHL. HEDHKRBOCPUERARERREBTEET,

Memory

EELEHEOAE)ERENARTEINET, F5T7LTIYIR
EBEBTSHE. HEOHRRDO AT ERAEZHRATEET,

Sessions

BRELEHEOEY 3 vBARTENFET, Y5 T7LTTIR
EBREBTHE. HEOREODEY Y a U BEHRTEFET

Interface Bandwidth

BEL-HBOBEDA VA —TJ T —RATD LS T4 v I ANE
HAODFEEIE (T—2&EEE) NRRENFET, F57LETIYIR
*BHTHE. FEDHEOFEHIEERRTEET,
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832 AZa—

FortiGate Web EEEROEAIZIEIA =2 —"HY . EHEOETERICEBI TEET,

I A=a1—IFE—&E

Dashboard DRATLIZEATAIFRE KXY CPU/AEFERELEDA MY
RED4PTy FTRRELET,

Network VATLAUVE—T T —ARI—T 4 VFHE, xRy ET—2IC
b7 avERELET,

Policy & Objects T7AT704—IR) >—%BRT 5. A MaLA T3,

T7AT7 94— IL7 KLAR, R5Sa—)L, a>Toy, +357
A9 T —IN—FBFELET,

Security Profiles IPS. ZoF 94 ILRA Neb D4 LB Y5, 7F)5r— 300
vho—L%E, EEUMBEEZRELET,

VPN IPsec-VPN & &K U* SSL-VPN 2 E L E£ 9,

User & Authentication A—HY—=Tho bk, TIL—T, BLURMAEEHRELET,

WiFi & Switch Controller DAY LRIy b= arbOo—5&LT Wifi £E79ERKR
AU FOBEEZEELFET, RY—EXTEMATEELA)

System EREBEECIIBAZNEESE, VA TLICETSREELET,

Security Fabric XU T REEICRET AMES K UREBR ORI & EER
REMNRHEINFET,

Log & Report AX T ETTI— R A—LBELUVLR—FEERELET,

K—EDMEEC DT, AY—EXTRERESATOAL, ERA+ATHVGEDEATHATELZNI L
BHYFET,
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8.4. Security Profiles

FortiGate D 77 A4 7—9 4 —JLHEeN % < IL. Firewall Policies [Z&E#cN T ET, FortiGate @B
5740 v0l%. BRIZHOBEEEST= Policy IZEEEF TSN TREINET,

8.4.1.Firewall Policies (7 74 74 —ILiKR1) L —)

FortiGate 77 A4 7O A—ILTrS 74 v O FHR/IEETH1=OIZI. Firewal| Policy OFRENVLETT, K
H—ERXTIEMEAERTEE LT, LLTDFirewal | Policy ASEE SN TLVET,

ID Source Destination Action
1 ssl. XXXX/all VLAN-oo00DS/al | ACCEPT
2 ssl.XXXX/all VLAN-oo000/al | ACCEPT
3 VLAN-ooo0o0/al | VLAN-oo00DS/al | SSL-VPN

- XXXX [EE2HRBO B EREAIF. oooo [FHRIELICELDES

- ssI.XXXX [X SSL-VPN kU RILE—FRISA TV bEERTHSREMI2T7—X
- VLAN-o0000 (4 & —%y FMAl4 272 —R

- VLAN-0000DS (TS A< LANES AV MM V2 T2 —X

mFirewall Objects DX E

Firewall Policies MDEXELZHEHT ST ERIE. FHEDTA/NT 1% Firewall objects L LTERELTH
{2 &T. Firewall Policy MEFEICEVWTREMIZCAVWSIENTE, BE - ZEEEENRRITITRADSELSIC
HoTWET,

Firewall objects —&

Addresses IP7RLREEET DATOxY bTY, BIEDEET. BELLED
IP7RLRZFOERLTEE. 77470+ —ILR) O—DH®REZE
TORITERLET,

Address Groups #OMD Address ATV FEVDEFEDHIZL T Address Group

TPz RELTEETDIENTEET, CDKSICTHIL
T. REICEVWTEHDT FLADHAEHE FARAMICEN LS
B ALEFa TR —ZHEALEWNEEIZ. EENBRSIC
BYES,

X275 Network Interface [ZBEEfTIFoMfz Address #7772
2 % BL Address Group #7724 FMIEDHDILIEITEEYE
Ao

Virtual IPs(VIP) Virtual IPATC o FE—HBMIZ. BEDS/O—/NILIPF7RKLR
. BEDTSAR—FIP 7FRLRIZRYE VST BE=HICHWE
9, (Destination NAT #ERE(C#H) F7=. Port Forwarding A7 3
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VEAMICTBHIET, BENDKR— FETOEEDAHITERAPLIEL R
— N BEELEMTHENTEET,

XEE. AN SHADBEEORIZ, ZET IP FRLRTHE T4
AR—k IP 7 FLRIE, FortiGate A >4 —xw FAl4 V48 —T
—RICEIYETHENT IP FRLRIZE#BRESAEFT A, Port
Forwarding ZFXC L TLWRLMEEIZIKVIP THRESN TS TS
AR—FIPIE. ACVIPTHELTWASSO—/NLIP7 FLRIZE
BMEINFEY,

Virtual IP groups

Virtual IPA 7oz bEFEL. O0EFEDHICLT Virtual IP group
ATz FELTEBELTHLZENTEEYT, EHOEX) T
4R —IZE L Virtual IP groups MERHINTWLRES.
Virtual IP groups MBREZEET T T, EHOEF21 )T 4R
) O—DERFEICRBRTEIENTEDLSICHYET,

IP pools

IP pools I&. FortiGate Firewal | ®ARAI(A—AHIL) IZHBRA A
HNE (A=Y F)DRR b EDBEDKRIZ. NAT (Source NAT) %
FS=ODHEHEAHTT, —DD IP pool [ZIF, DLy avIZHL
TEEXRIP7RFLRELTHES 1L LLTEED IP7 FLRAZETE
EFTHIEMTE, FortiGate DA 22—y MM V2 —T 1 —X
[CEIYLTOHNEIPT RLROREL LTEDRLET,

Services and Service Ports

HTTP, FTP, SMTP & A 4 —F v FTEHLNEZY—EXZ 7O L0
LWER— FEBDHAEHOETERT ST TPV FTT, COEE
ZHERALT FortiGate ZBBIT ST 71 v I DY —ERZH
L. BBTE774704— LR —DBERINET, —BRMICEK
{fEbNBH—EXHTTP, FTP, SMTP 2 &) FFHEESNTNET,
NLZEHRE - L LEAFRITHERTEENTEET,
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Firewall Objects (X, UTOFIETHRELET ., (FiRIZ Address Object Z1ERT 5 Hl)

1) FortiGate A4 L, A*=—a——&MH 5. Policy & Objects > Addresses [CF8EJL . Create New>
Address #2 1) v LET,

* Create New ~ | it | >~ EditinCL Il Clone

|| Address | o™

L J Details Interfa
Address Group
IPvé Address Template

FQDN @

Address Group @

IPv6 Range/Subnet @

Host Regex Match (2]

2) New Address BIEIARTRENEIT DT, HELREBEHZAAL. KZEZV U I LTEREERBLET,

Mew Address
Category |Pvé Address | Proxy Address
Name
Color & Change
Type Subnet -
IP/Metmask 0.0.0.00.0.0.0
Interface 3 any -

Static route configuration C

. Al
Comments Write a comment... £ (/255
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M Firewall Policy D&%5E

1) FortiGatelzA4F AL, A=—a——&M 5., Policy & Objects > Firewall Policy [CREILE T,

B Policy & Objects
Firewall Policy

IPv4 DoS Policy
IPv6 DoS Policy
Proxy Policy
Authentication R

Addresses

2) REREINF-BEET. Create Newzx2 ) wo LET,

HA: Primary VDOM: & > @~ O~ O admin-~
nCL & Delete Q, Palicy lookup Q | Bexport BUCUECIC IR By Sequence | IPvd+IPv6~

Name Source Destination Schedule service Security Profiles Log Bytes Type

rS
B Policy & Objects

=1 S5V interface (ss1.C) - |1
Firewall Policy 12 S5L-VPN tunnel interface (ssL.CDO1) — 38 VLAN-2017 @)

[F @ S51-VPN tunnel interface (ssL.CDO1) — 38 VLAN-2017D5 @

[E 38 VLAN-2017 —3E VLAN-2017DS @D
3E VLAN-2017DS — 38 VLAN-2017 @
[ implicit €

3) New Policy BIET. Fie®D Firewal| ZFIEE—EZSBLTHEEEZAALET,

MNew Policy

Name €

Incoming Interface -
Qutgaoing Interface -
Source

Destination

Schedule o always -
Service +

Action v ACCEPT oM 3N

Inspection Mode REWUSWELLE Proxy-based

Firewall/Network Options

NAT O RN MAT4A  MATA4

IP Pool Configuration Use Outgoing Interface Address [V RUGEL TR

Preserve Source Port (O
Protocol Options = default M 4
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Security Profiles

AntiVirus >
Web Filter @ ]
DNSFilter »
Application Control (b
IP5 >
File Filter >
Email Filter »

S50 Inspection

Logging Orptions
Log Allowed Traffic
Generate Logs when Session Starts (B

Capture Packets >
Comments | Write a comment...

Enable this policy @O

Firewal | SR EHE—%&

no-inspection

[ @B Security Events JEURIEEEVH

Name

Firewall Policy EREIZDITHEED AR

Incoming Interface

FS T4 9IBAAINBEAA—TI—REHRELET ., ADSAA
DBEEITEAT SEHEEEI 0—/NLEID VLAN 4 42 7 —X  (VWINET-
0000) ZEEET D, ANSH~NDBEEDHEET T4 RX— FAlD VLAN
A4 2% 7x—RX (VLAN-o000DS) ZHELZET,

Outgoing Interface

S04 v oBNBAESNDA U —T—RERELEFT, S DA
DBEEICERAT 2HBEETZIAR—FEDO AN 1227 —X
(VMNET- 0000DS) #3EET 5. AN SHNNDEEDEZEEILST B—/ VLA
DVLAN 1 >% 7 x—2R (VLAN-o000) ZEELET .

Source Address

ERaD IP7RFLRERELET. ADOLA~NDEEDGZEF all F
f=IX Policy & Objects—0bjects—Addresses THREL=F B—/\IL 7
FLRZEIRT D, RDHNDBEDIZEE all £1=(& Policy &
Objects—O0bjects—Addresses THREL=TSAX—Fr 7 RLR%EE
RLET,

Source User (s)

Internet Service

DADKRTEEETREHY EFEA, BEIREDLENHY FE A,

Destination Address

AMNSHA~NDBEENIHEEIX, Virtual IP THRELEIVO—NILIPET
FAR—FIPDTYEVTEEIRT 5. AN ONADBEDHEL all
F1=IZ Policy & Objects—0bjects—Addresses THRE L= O0—/\L
7 RELRZEZBRLET,

Schedule BEZRELET. BITERT HIHEZIE, always ZFERLET,
Service ALL #F#RT5h., ERTH H—EREERLET,
Action ZDFirewall Policy [T—¥3 D574 voIZxtd 5 Action ZE%E

LEJ. AT HIHEAICILACCEPT, EE T HIHBICIL Deny ZFIRNL &
70
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Inspection Mode Flow-based (T274JL k) £ L I Proxy-based OBREE— FEEIR
LFEJ.

Firewall /Network Options BHTD IP7RFLRZNAT LET . ANSHANDEEZHAT HICIE

NAT ON ICT BRENHY FET,

[P Pool CGonfiguration Use Outgoing Interface Address (F27#JL k)

Preserve Source Port Disable (T4 1)

Protocol Options Default (T4 1)

Security Profiles X T REEEERLEY

KARERT I ERZEHCEOHIC, I ssh EFICDOVTIIERT IP 7 FLADRERCKR— FESDEELLET
TFaToZBELTSESL,

XEZ 714 v MFortiGate 77470+ — /L& @EBET HICIK, BEIBEIBINSARD Firewall Policy d
RENDLETT,

XFirewall Policy TERELF=/I\TA—FIZ—HLAWVEEFHFATSINEFFA, EEL-EEZDJICHALT
LMEA. ActionIZDeny ZRELF=RY O—DREIZHYET,

4) KEHZ)YH LTHREEZRMLET,

BA ARSI VUE—FIZTDONT

FortiGate X, BT S FS 74 VI T—3ZBREBLTHEDEX L) T ERBERMLET,

Forti0S 7.2 Tl&. 2747 A=K I—T&IZ. A VAR 3 VE—F (BEE—F) &LT7A—AR
—X (Flow-based) £ L <[ 7AFSR—X (Proxy-based) ZEBIRT B ENTEET, MW I 74 794 —
LR O—ERBEDT 74 )L ME., 728—~_R—X (Flow-based) T3,

TA—R—R A VARG I VIE, BENTYRENYITFEFTIZUTILEIALIZREL, N2—UTYFY
JIZEYREOEX 1) TABRZRANLET ., —ADTOF IR - A VARG VIF BIENTY +E

Ny 77 LTEBBELESIATEEL. NI —UTyFUJICLYREDEXY T BREBMLET,

TOFIOR—RFEYSDMEEA T a Vv EREHEL, 20— R—RFNT+—T VR EFHEBEILT B & S5IZ5&KET
ShTWEY,

¥ Inspection-mode T Flow Mode Z:Z#RL71=1HE. Email Filter (FUFR/NL)DEHEFEBIE GUI LIZKRTR
SNFELA,
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8.4.2.Virtual IP (R & T 1 v 4 NAT)

Virtual IPA TS zH FE2ED. BEDFO—NILIP7RLRAZ . BEDTSAR—FIP7KRLRIZTYEY
J94BTENRTEET, (RE T2y NAT, Destination NAT #REIC4EY)

1) FortiGatelz@4 4 > L.Policy & Objects

> Virtual IPs IZ#EL T Create NewZ 2 ') v o LET,

HA: Primary VDOM: @ CDO1~> >~ @~ Q-+ © admin~
Type Interface
W 1Pva Virtual IP [:] B VLAN-2017 6
B Policy & Objects
@ Delete |0 Q [search | Q, RUGTENIZN Virtual IP groups
Interface Mapped From Mapped To Hit Count Ref.

2) New Virtual IPEET. Fie® Virtual IPRFEE—E2sRBLTHEBEERBZANLES,

MewVirtual IP
VIP type IPv6
MName
Comments = Write a comment... /355
Calor &  Change
MNetwork
Interface €@ O any -

Type Static NAT [Ze00]

External IP address/range @ 0,000

Map to
IPv4 address/range Starting 1Pwv4 address
IPvé address/range Starting |Pvé address

B Optional Filters

¥ Port Forwarding

93



Virtual IPSXEEE—&

VIP Type IPvd (T24IL k) ZEIRT S

Name AT 499 NAT DEFEZLEANT S

Comments AAVNEANT D

Interface O—/N)LEIVLAN £ 2 7 2 —R (KREIZ DS ML) #:8IRT B
Type Static NAT (T 27#JL 1)

External IP Address/Range Ja—N\ILIP7RKLRZEADTS

Map to 8= IPIZEF T TS A R—k IPVA(IPV6) 7 KLRZA DT S
[Pv4 (IPv6) Address/Range

Port Forwarding R—=bI7AT—T A VDR EESLESIBEICFIVIT S,

3 KzEZUYHILT, REABRERBRLFTT,
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8.4.3.Intrusion protection (A~ IE&= A& %1/F51E)

FERABRE/THHEGERE (IPS) (X, ZED IPS VT RFYNEEND IPSEH—%, IPSHEZREMICLELE
Fa)T4R)—ITERALTWEK I ETRHATEEY,

IPS o —DBFEICEWNT., IPS EoH—IZ#HHARAA-WIPS U5 2xF v E, AL LLIXBFEOMBEEHE
EELEZTANLFELTERLTLESWL, BRIZEEZFAD T AIILFAIZ—BT B IPS T RF v, BEFMIZE
DY —IZHARFENFTET, L. COBETEHE IPS OTRFYDTIAIL DT arRn"TOoy o Ls (£
ZAD, BRGE) TTE, FavomRkEFTLHYFEEA,

BED IPS VR FrDRMBOHEEEET HE5EICIX. ZELABETT,

BE. BEHROY—ERITREGBENSTOVISNTLEI LDLBNE DS, REDRG b VITREEE
[T TS, Fhz, ARGRYBEICEEDVLGVRETTORNELEHELFTT,

FortiGate @ IPS #gE %R T 2O DEAFRMTIZEFIEBIIUTO EH Y TY,
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WIPS U —DiER - RE

1) FortiGatelzA@4 4 > L. Security Profiles > Intrusion Protection IZREILET,

= Q HA: Primary VDOM: @& > @~ L+ O admin-~
+CreateMew | # Edit 'm Clone & Delete Search Q
Name % Comments % Scope % Ref. &
I g default Prevent critical attacks. & Global 0
2N 5-wifi-default Default configuration for offloading WiFi traffic. & Global 1
I3 Prevent Critical Attacks Customized Prevent critical attacks @ VDOM 0
E all_default_pass all predefined signatures with PASS action 4 VDOM 3

2) BEED IPS Sensor YA MMIBREINFIT DT, BERMEDELUH—%FEIRLT BHitEZ2U v I LET,
($FIRIZ IPS o H—Z1ERT BIBEEIZIE, Create NewZ2 v LTLEELY)
%Scope M Global MU H—IF, RE -V BO—> - HIRNTETEEA,

= Q HA: Primary
+ Create New # Edit m Clone ® Delete Search Q,
Name % Comments = Scope &
2 =-default Prevent critical attacks. & Global
2 z-wifi-default Default configuration for offloading WiFi traffic, & Global
BN Prevent Critical Attacks Customized Prevent critical attacks & VDOM
I ail_default_pass all predefined signatures with PASS action & VDOM

3 WEOEUVH—IZERINTWVEITAIILID—ENRTIEINFETOT, BERIRDT 1 IL2 ZERL. Edit
Vv OLFET,

Edit IP5 Sensor

Name Prevent Critical Attacks Customized

Comments Prevent critical attacks
Block malicious URLs (O

= 24/255

IP5 Signatures and Filters
+Create Mew || o Edit | © Delete

Details Exempt IPs Action Packet Logging

& Default @ Disabled

Botnet C&C

Scan Outgoing Connections to Botnet Sites Block = Monitor
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4) RREINT- Add Signatures BEIE T, ZU T IILRITHESNTULND IPS O R F it Filter) 5
FLT. BECHRLTTEELES,

Add Signatures Select Entries
Type Signature | Qpearch
Action & Default~ 8 TARGET (2)
Packetlogging & Enable m IS Ciient

ESE Server
Status © Enable € Disable - J0EET B SEVERITY(S)
12
Filter € E3 x =
| sev ETTTY % =
[ sev ETTTT] x
+ =1
EXl snmn
Search Q m 1 1]
OCOL (45
Mame = Severity & Target & as * = PH(;{];J{.,OL 5)
& 1Ps Signature E=1 chpwap
3Com.3CDasmon. FTRServerBufferOver.. NEEE Server Windows DCERPC
E=3 pHep
3Com.IntelligentManagement.Center.info... Server Windows ONP3
3Com.OfficeConnect ADSLWireless.Fire.. Server Linux DNS
35.PocknetVMS.ActiveX.Control Buffer.O... Client Windows X FrcD

IPS OO RF¥I2IEFH, ARICTRERIZOLWTORENEEZSINTILVES, IPSFilter TIX, COEM:D
EIZIPS O RFrZMB(TaILE) TEREBEERTHENTEFET,

Rty

- BEE

- 0S

- Jakan
-7 =3y

—EHEEH (T4 ILE) ZEEZLTHEL L. FortiGuard ™M) ) —RENB IPS O RFYDS5E, T4ILAE
2834 T B0 2F v ZEEBIIC IPS Sensor [CHARAL T EMTEET,
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5) Add Signatures BEE® Action T, ZHD IPS T4 LRIy F LEBEOHEZEELET,

Add Signatures

Type ) Filter Sl'gnaturg
& Default >
@ Allow
@ Monitor
@ Block

Action

Paclet logging

Status

Filter @ x
D Reset x
£ Default x
o Quarantine *
Search L J Q
Name = Severity ¥ Target = oss Action = CVE-ID =
[E 1PS Signature
3Com.3CDaemon.FTPServerBufferOver..  EEEE Server Windows l@ Block ] CVE-2005-0277
SJCom.Intelligent. Management.Center.Info... Server Windows @ Block
3Com.OfficeConnect. ADSLWireless.Fire... Server Limux @ Block
35.PocknetVMS. ActiveX.Control. Buffer.O... Client Windows @ Block CVE-2014-9263
3iva.MPEG4.File.Processing. Buffer.Overfl.. mmmm Client Windows @ Block CVE-2007-6401
427BB.Cockie.Based.Authentication.Bypass Server Other |@ Block | CVE-2006-0153

XIPS VTR FwIZlE, FOTIAHILEDT I IUDAERINTULVET, Action T Signature Default %
BIRLEEBEICIE. IPSUTRFYIZTFOEEINTVWSIEMEEGY T,

XEdit IPS Filter BIEICRRENTLNS IPS TR F v —ED Default 5l(&, IPS ST RFvITHLMNLH
EEINTWVWSET7I230THY. EFDOEME (Action TERELTWLWAIRNE) ZRELIZEDTEHAZVLAIC

TEELESL,

KCDEET., 5 Blockl ZBIRLLGWVES TEFELSLLEEN, (I RFricvxyFLTETIOVITS
CEMERSATVWVEWNVEELHYET, TAVIICLY, BEROY—ERICEENRSIEAHY ET )

6) Add Signatures DHBERABRERET HIZIE. KEHV Y VILET,
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BT FrOERNKE T RFvA—\—54F)

1) Edit IPS Sensor EE® IPS Signatures and Filters €2 3>z 5. Create NewZEo 1) v LET,

Edit IPS Sensor

Name | Prevent Critical Attack _Customized ‘

Comments | Prevent critical attacks. 4| 25/255

Block malicious URLs (B

IPS Signatures and Filters

# Edit | @ Delete

Details ‘ Exempt IPs ‘ Action ‘ Packet Logging

| sev || £ Default @ Disabled
| sev [T
= mumn

Botnet C&C

Scan Outgoing Connections to Botnet Sites Block = Monitor

2) Add Signatures EIE® Type T Signature Z:ERL., REITA—ILFIZTXF—T—FZANTHH. &H7
LTEEFEELTHEL, ROV ITRFrEEIRLET,

Add Signatures x
Type Filter ‘.
Action £+ Default =

Packet logging @ Enable [{xNotElS
Status @ Enable | © Disable [ MoEEN l

Rate-based settings Specify !

Exempt IPs 0  EditIP Exemptions ’-
=
HhAddAllResults ||+ AddSelected | struts | x| Q| Selected®
) ‘ Name & ‘ Severity = ‘ Target = ‘ os% Action =
Apache.Struts. XSS [EmEEE"] Server Windows © Block
Linux

Apache.Struts.2.D... Windows @ Block

Linux
BSD
Solaris

@ Block
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3) WEROVIRFyEZBIRLI-IKEET, Add Selected 0 v LTI RFyEEML, FELD Action %
BIRLET, (CORTIE. TIAILCOEEM Pass DT xFv% Block DF7H a3 VIZEE(F—iN
—354 ) LTWEY)

Add Signatures x
Type Filter
Actlon @ Block~

Packet logging @ Enable
Status © Enable  © Disable - RVEET
Rate-based settings Specify

Exempt IPs 0 Edit|P Exemptions
i Add All Results ||+ Add Selected || struts x Q Selected @
(] Mame = Severity Target os% Action = CVE-ID =
Apache Struts.ClassLoader.Parameterin.. mEEE Server All @ Block CVE-2014-00%4
CVE-2014-0112
CVE-2014-0114
Apache.Struts.FindStaticResource.Direc... Server ‘Windows @ Block CVE-2008-6505
Linux
BSD
Solaris
" Apache StrutsWildcard.Matching. OGNL... mmmmm Server Al @ Pass TCVE-2013-2134 |
| | | | _CVE-2013-2135 |
ApacheStruts. XS5 (1111 Server ‘Windows @ Block CVE-2012-1006
Linuwx
Apache.5truts2.0GNL.Script.injection [ [ ]] Server All @ Block CVE-2012-03%1

CVE-2012-0392

4) 0K%xEZYwo LTEdit IPS Sensor BIEIZRY . BIRLF-STRFyBNEMENEERERELES, X
A—N—FA FLEYV TR F &, EEICBEHLTIIZSL,
Edit IPS Sensor

Name Prevent Critical Attacks Customized
Comments Prevent critical attacks 241255
Block malicious URLs (¢

|PS Signatures and Filters

| ¥CreateNew | | # Edit [ Delete

Details Exempt IPs Action Packet Logging
: ApacheStruts Wildcard.Matching. OGNL.Code Execution O @ Block € Disabled
& Default © Disabled
EX snun
[TETT]
e
Botnet C&C

Scan Outgoing Connections to Botnet Sites Block = Monitor

5 O0KZzZUYHLT, REERBRLEY,
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WIPS oY —%tXa)F4R)—IZER

1) FortiGatezA@4 4> L. Policy & Objects > Firewall Policy IZREILE T,

B Policy & Objects

Firewall Policy
)oS Policy

IPvé6 DoS Policy

Proxy Policy

Authentication Rules

2) IPStEUH—ZBERATD X2 T+RIO—ZERL, HHditZI2VvILETS,

HA: Primary VDOM: & >> @- L- O admin

+ Create New | # Edit | >— EditinCU | & Delete Q, Policy lookup | | Search Q & Export - | MIIEIEELETIRNETE By Sequence | |Pvd + IPvé~

Mame Source Destination Schedule Service Action MAT Security Profiles Log By

B Policy & Objects
Firewall Policy
IPv4 D

2 SSL-VPN tunnel interface (ssLCDO1) — 2§ VLAN-2017 @
2 S51-VPN tunnel interface (ssLCDO1) — 3§ VLAN-2017D5 @
[ 28 VLAN-2017 -2 VLAN-2017D5 €&}

Web Access

(@ always @ HTTP U UTM™

M HTTPS

3) Security Profiles MIEET. IPSZONIZL. BEFAD IPS o H—%8IRLET,

Security Profiles

AntiVirus

>
Web Filter >
DMS Filter »

>

Application Control

(=53 © | 58 Prevent Critical Attacks Custor = | &
File Filter >

Emall Filter »

S5L Inspection E certificate-inspection -

4 KzEIVU9ILT, RUS——EDEETRENRBMEN TS LEHELET,

HA: Primary VDOM: & = @~ L~ O admin
cy lookup | | Search Q [ Export = | BLIGEIEEETANETE By Sequence | [Pvd + I1Pvé~
ion Schedule Service Action NAT Security Profiles Log

06 always @ HTTP " ACCEPT  © Disabled | BEE Prevent Critical Attacks Customized | 0 UT!
@ HTTPS certificate-inspection
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8.4.4.Email Filter GRER A —)L T 1 JL3)

B Email Filter DI E

Email Filter X, REESHICEESNDILEA —ILOR/INLA—ILEE, LWhp DK A — )L ZHEBAIZHR
HM-BELTIAILETEIHEETY, £, I—IMNERLE-EEOXFINEENS A —ILEEMNT DL SIC
THIEHLTEFET,

REA—LDHFEIZIE, T4LEA )T Y—ILDREICMZ., A—ILEEEMNMES [P FRLROLEaT—Y
AVUT—ER—RPOV TR F v T—ER—RESBLEFENEHETRAVOAET,

FortiGate TIZFEMIZIEL T, UTD 742 EHAEOERREZITOIENTEET,

T4 —K
Black/White list A—HHMBEICERTELERET IP. A—IL7FLRADY R
(FZ99/RTA4 IR ) k
Banned word check A—YHAMBICHRETEDA—ILIZTEFIIEZLET—FDY
(ZIED—FFzv)) 2 b
DNS-based Blackhole List Y— R - N—TAICEK>TEHREINDR/NLA—LEFITE
ONS R—ZR TS v I JR ) ONDEREDH S IPTFLRAY X b

FortiGuard 7 >F R/SLH—ER | FortiGate #tANURE L= R/NLFEREL LICKEBT7 v TT—
FEhd IP, BRL, Fxyv I HLEFEZRAN-LEA—T—D

IVT—EAN—R

Trusted IP Addresses B8 TE % (FortiGate ICk > THERSNE)IP T RLADY
Ak

MIME header MINEAN Y ZSRBICKEF TV

HELO DNS lookup SMTP £y > a3 IZBIFTH HELO TV FTEESND R AL
VEDNSSHRLTEREMEFI VY

Return email DNS check reply-to ANV FICEFENDA—ILT KLAD KA A % DNS

SHRLTERERZTF VY

LRI L2 OBRIEFIZ, A—LTOFINIEKFELET, JUTEHEINTIZA—LIFLUBD T 1 L HE
AEhERA, BITKBEA—L (D) FORR) EHEEZSAzA—LEEy Y arhi Oy TEh, KEA
YE—DELTEESNA—IIVIZEEHbD > TEREEINET,
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® Vv

SECRONOR®

©® ooV

SMTP, SMTPS 12§15 7 1 LR BRIER
SAMRYTDA—NY—NDIPTRLRETSVI/RITA IR MERBLTFI VI LET,
SARKRYTDA—=)LY—/AD IP 7 KL A% DNSBL, FortiGuard 7 o F R/NLY—ERIZBELTF Y
2LFET,

MINEANYSFIvY, A—ILT RFLRETZVI/RITALA PR MERBRLTFz VI LET,
A—ILDBHRICELET—RAEENRTVEREWDEF I VI LET,

Received Ny AWML LIz IP7 FLRICDWT TS VI /FRITA PR MEERBRLTFz VY LET,
A—ILDAXIZELET—RAEENATVEWDEF I VI LET,

BIEA—ILT RFLADDINSDF vy, 2A*—ILDFzyvIHLERXIZEENS URL # FortiGuard 7 > F
ANLY—EXRICEBE, Ay I oLz IP7 FLX%ZDNSBL & ORDBL ICEB&ELTFz vy LET,

IMAP, POP3, IMAPS, POP3S IZ$1T5 7 1 L2 ERIEF

MIEANYFFzvD, A—ILTFLRETZVI/RTA )R MEHBRLTFI VI LET,
A—ILOBBICELET—RFAEFERATVVERLWDNEF VI LET,

IP7RLREITSVY/HRITA FJRMEHBELTF VI LET,
A—LDAXICEET—FAEFENRTOVELVDNEF v Y LET,

BIEA—IWT FLADDNSDF T VY. 2—ILDF v I LERXIZEENS URL # FortiGuard 7 > F
ANLY—ERIZHEE, IP7 FLAX%ZDNSBL & ORDBL [CEB&ELTFzvo LET,

2POP3S, IMAPS, SMTPS [ZDWNTIE, SSL/SSHA VARG 3 UNEMDBZEDHERASINFET,

REA—WHESNEZEDT IV aviE, UTHhoBEIRTEFT,

HEA—IIHEShERBEDT I3 Y

Discard REA—IVHE SN A—ILIFEIBRSNES . GEIEE. RIEF~DBEH
[FEhFEEA)

Pass AL ETICBBESEET,

Tag EEA—JLEE ISz A =L AVFIZEBRTHEIZEETTIANIL

MFEENTREESYRESNET, INLITFELNEIXFIEAY
FFERICHRENTEET,
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B Email Filter D& EFIE

Email Filter ZH%ZTBIZIE, FRMITER LTI 2L LLITBETFO 7 4ILE2 %, BRERZEDA—IL LS
T4 FHATHEXa)T4R)O—IERLET,

1) FortiGatelzA4 4 > L. Security Profiles > Email Filter IZBBILET,

@ Security Profiles

AntiVirus

File Filter

Email Filter

SSL/SSH Inspection

2) Email Filter MURAMNRERENFEFTDT, BEDREEZLEFTIT I HEICEF[ED T4 ILAERRLT
EditZ2U v o LET, FHRITERT HFZEICIE, Create New 221 v I LFET,

+Create New || # Edit || Tm Clone Drelete Search Q
Mame % Comments = Ref. =
ﬂ default Malware and phishing URL filtering. 0
scan 3

3) Create NewZx4 1) w4 L1=3B&I1Z1%. New Email Filter Profile OEIEMNARTENET DT, Enable Spam
Detection and Filtering ZEB®ICL T, BE LT EHRENEREZAN - BIRLFET,

Mevy Email Filter Profile

Name
Comments Write a comment... 4 0/255
Feature set [0SRl Provy-based

Enable spam detection and filtering @O

& Spam Detection by Protocol

Protocol | Spam Action Tag Location Tag Format
IMARP Tag r Subject - Spam

POR3 Tag - Subject - Spam

SMTP Discard Sut -
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B FortiGuard Spam Filtering

| Address Check »
URL Check >
Detect Phishing URLs in Email ¢
Email Checksum Check >
Spam Submission >

& Local Spam Filtering

HELOQ DMS Lookup >
Return Email DNS Check O
Block/llow List »

Anti Spam Profile S8 FIEE —%&

Name REIZDTBHEEDETA]
Comments DTN EHRATHIEEDTEFR K

Feature Set

Proxy-based (7 #JL k)/ Flow-based

Enable Spam CDRNLEMNZEZENT HEEICEFzvIEZAND
Detection and

Filtering

Spam Action KEA—ILFESINFZEDT I a v &ERT D

XTORANWIZCKYBIRTESET7I a0 BLRYET

Tag Location

T2 arT Tag ERAESEICIE. SRNILERITLHIGFESE

Sub ject i IS

Sub ject BT FHBITEASINS

MIME BTEMMEANYRIZIHEAEINDS
Tag Format AT S22 DK

FortiGuard Spam
Filtering:

FortiGuard 7 > FR/NNLHY—ERXZFHET HLUTORRFOT
NoBEBELBELEDIZFI VI EANDS

IP Address Check

URL Check

Detect Phishing URLs in Email
Email| Checksum Check

Spam Submission

Local Spam Filtering

FortiGuard 7 > FANLY—EXZFIALGZWN(A—HILTEHT
HONB) LUTOERBEOINSHEBELREDIZFI VI EFEAND

HELO DNS Lookup
Return Email DNS Check
Black White List
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4) Email Filter Profile MEETOHK ZI Vv I LTHREZRBML, VA MIEMEN=ZEZHEALET,

HA: Primary VDOM: &

Comments %

Detect Phishing URLs in Email 0
Malware and phishing URL filtering. 0
3
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Email Filter 7O 7 7 AL ZEBROBEEICEET BIZIE. ERLI=FO 774 )% Security Policy EBEMDH
TEIRTLIVLENDHYET,

1) FortiGatelz@%' 4> L. Policy & Objects > Firewall Policy IZ#&1LZEJ ., Email Filter Z&HAI
AHAEDEF1) T4 RY—%ERL, BditEZV VYU LET,

Q HA: Primary VDOM: @ CDO1~ > @~ L~ O admin~

+CreateMew || # Edit | >— EditinCLl || B Delete Q Palicy lookup | | Search Q| B eExportr By Sequence | IPva4+IPvE~

Name Source Destination Schedule Service Action MNAT Security Profiles Log Bytes Type

[ @& S5L-VPN tunnel interface (ssLCDO1) — 2§ VLAN-2017 €
[F @ S5LVPN tunnel interface (ssLCDO1) — 38 VLAN-2017D5 @
[E 38 VLAN-2017 3§ VLAN-2017D5 @)

[E 38 VLAN-2017DS — 38 VLAN-2017 @

["Mall Traffic s, & all "= 11824022557 [§ always @ POP3  « ACCEPT @ Enabled oW certificate-Inspection 0 UTM 0B ~Standard |
o POP3S
@ SMTP
(@ SMTPS

2) Security Profiles MIBE T. Email Filter # ONIZ L. BEFAD Email Filter 7O 7/ IILEEIRLZE
ER
XEmail Filter @AY %15 &(Z1%. Inspection Mode % Proxy-Based [CL T &Ly,

Edit Policy
Schedule [@ always -
Service @ poPz x
I POP3S x
@ spaTP ®
@ sMTPS *

+
Action ¥ ACCEPT R=Neaiyy
Inspection Mode  Flow-based REEsRiEE=

Firewall/Metwork Options

MAT O LYl NAT4S | NATA4

IP Pool Configuration Use Dynamic IP Pool
Preserve Source Port (B

Protocol Options 5 default v F

Security Profiles
AntiVirus

Web Filter

Video Filter

DMS Filter
Application Control
IPS

CECRN NN N

File Filter
Email Filter © Antl Spam Filter | #

S5L Inspection m certificate-inspection - &

3 KzEZYYHLT, REERBRLETY,
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8.5. Load Balancing (A— F/\5 >V X)

1) FortiGatelz@4 4> L. Policy & Objects > Health Check I(ZBEILFT ., RxSf-EE . Create
New. £ L < [ZBX7F D Health Check Monitor ##ERL T Editx42 U vH LET,

HA: Primary VDOM: &

Interval =

Timeout =

2) Health Check Monitor BEIEI T, HWELITIHIHRENBRETAN - BIRLET,

Mew Health Check Monitor

MName

Type  [ELC@ TCP HTTP | HTTPS | DNS

Interval 10 seconds
Timeout | 2 second(s)
Retry 3 attempt(s)

Health Check ¥ EFIEE —&

Name Health Check BRE&ZZFANT 5,

e TCP. HTTP. PING %>R %,

Port R—rEBZEZANT S,

Interval Health Check MREEZMEMTANT %,

Timeout Health Check Z4kBX L 1= & ¥l I 2 F TORERZEZANT 5,

Retry Health Check TR L T. 7V R TELGWLEHITHET
OERAITREHEANT 5,

3) Health Check Monitor MEET 0KZH ) vo LT, BEZRBLET,
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4)

5)

New Virtual Se

Name =

Search

# Edit EditinCLI | | T Clone || & Delete

Type £ Virtual Server IP % Load Balancing Method =

rver BIE@ T, TE® Virtual Server

h-BRLFET,

New Virtual Server

UGy |Pvé

Type
MWame
Comments Write a comm

Color & Change

MNetwork

Type

Interface

Virtual server |P

Virtual server port

Load balancing method
Persistence

Health check

HTTP multiplexing €& B

Preserve client IP »

Real Servers

Translate to IPvé servers OB

+ Create Mew

Address Port

Max Connections

ent...

#0f255

HTTP v
O any -
4]

Static -

I H1TP Cookie
+

# Edit || @ Delete

Mode

Virtual Servers * —a1—%#IR L TRREINBDEM@ET., Create NewZo 1) v LET,

HA: Primary VDOM: > @+ L+ Oadmin~

Q

Health Check = Real Servers = Interface = Hit Count = Last Used =

No results

REEE—EZSRL T, RELTDHIRENBTEA

Mo results
Virtual Server ¥EIEE—&
Name New Virtual Server MEELEZANT S,
Comments AAVMEANT S,
Type HTTP, HTTPS. SSL. TCP. UDP. IP M5 EIRT 5.
Interface a—/NJLEIVLAN 4 B2 7 —RX  (REIZ DS At

MRV ERIRT B,

Virtual Server IP

Ja—nNILIPEANT S,
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Virtual Server Port R—rEBEZANT S,
Load Balance Source IP | RILEFERT FLRIE, EIZE L Real Server [Z7
Method Hash JtERX$ %,
Round Real Server [Cxf L TIBEIZT VXTI B,
Robin
Weighted Real Server ICE#{F11%& LT, EAFITOEIEIZE
CT7U R %,
First Real Server MEEDIEFICA> T, BIC1HBIZT
Alive DERT 5,
Least RTT | RTT (Round Trip Time) A&=¥E®M Real Server #%&
RLTT7VERT %,
Least Session #MA ALY Real Server ZREIRLT7H
Session AT B,
HTTP Host | URL %% 3 %,
Persistence None (RF— kLR FO b2 None THI),
Health Check BIE TEHRE L71= Health Check %:&iRJ 3,
HTTP Multiplexing WEIZIH CTEIRT 5,
Preserve Client IP X-Forwarded-For HTTP header @ IP 7 FL X %% 9"

6) Real Servers MIEBIZ3 % Create New 20 vH LET,

Ialicieong Preserve client IP ® J
Virtual Servers
Health Check Real Servers
& Security Profiles Translate to IPvé6 servers OB
i [ B etien
& User &Authentication a
= WIFI & Switch Controller Address Port Max Connections Mode
2 System
@) Security Fabric No results

7) New Real Server EIEIT. Tic® Real Server ZTFIEE—E#SHBLT. XEEBZAHNLT. KKRE2 >
#9)vwHoLET,

New Real Server

MXIDREEA— NS VRTEHEH

Type m Dynamic Address . —
NEIRVET,

IPv4 address 0.0.00

Port 4]

Max connections | 0
Made Standby Disable
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Real Server & EIEE—%

Type IP (F7#ILK)

IPv4 Address BRI ODTZAR—IPEANT D,

Port R—+EBZANT B,

Max Connections RRIRT I VHE (1 H 599999 FTOHHEEHE. 0%
BHIR) ZANT 5,

Mode Active (T 7+ k)

8) New Virtual Server DBEIETOHKARZ I ) vy LTHREEZRBL, BRENEBMEIN-CLEZHALET,

HA: Primary VDOM: & > @- L- O admin-

# Edit s EditinCl W Clone & Delet Search Q

Type = Virtual Server IP & Load Balancing Method < Health Check = Real Servers = Interface = Hit Count = Last Used =

& 1Pv4 Virtual Server @

10.0000xxx.1 38 VLAN-2017 0
10X, Xxx.2

[ Ecommerce websites HTTP 202 xxx. ¥x¥.xx¥  Round Robin
Virtual Servers
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8.6. Traffic shaping (QoS/+&1 1)

QoS ZEXEY ST & T, FortiGate ZRBI HHENDEEICBEEZDIT-Y. FEEZHIRE L IHEERLE
DB ENTEFET,

FortiGate Tl&. LLT® QoS 2B/ ETE=ET,

Traffic policing HELI-HEEOFRBEZEALIz/ Ty FEHKET S LT,
BEZHELET,

Traffic shaping HE L RIEFHESAERTESHVMERIC. KUBWVEEEZ
U THI LT, REREFHZHERLET,
BRELRAFTEBEBAD S 749 91E& b5 T70v 9K
OO TORRIZHEY EFS,

Queuing BRELCEBEECHLT, N7y bEEELET, BLMEEE
FEIVHETHE/AAry MM BOVBEEZEIVATE/AA7 Y A
EEINSXYANEESNET,

8.6.1. Shared traffic shaper

Shared traffic shaper (774 74+ —ILAKR) O—THRHAIh, HED LS T4 vIDEEER LU, R
g, RAFEHBEBEEETETET,

BRAFTEEE., TOR)O—DPERSNDESITHATS IS T4 v I DREZRLET . RIEFEERE, —
BELEPHEHTEBEEERLES.

Shared traffic shaper TIIBEEENBFED S T4 v oI2DL T, HHigh). F(Medium) . 1K (Low) DEELE
HFEYLUTERIENTEET, BEEINE Low) DBEIZIE. SVEBLEELAZY UTONTULWIREENEEHED
BLELTWLWEWMEGEIZERY., BENREEShET,

Shared traffic shaper [ZBEAMEEZR) O—BEHL LLIFETOR)O—ETHOMBIRLTHRELEIT, I
BE LI ULMEAIZIE, Shared traffic shape ZFES2TD I 7 A4 7oA —ILiRY —[Z Traffic shaping AV
BLTEAINET,

R o—80D traffic shaper ZERTE LI=5E(CIF, EEL-HFEHEEIE. BLAOT7 74704+ —ILKR) o—I
MBI L TERASINET,

fl& LT, 1000Kbps DERARFIBIREHRE L= ST 4 v I Y —N—%R) O—BITERLESHRICE, 77

AT A=K =T EITHEE EBRIE 1000Kbps (2B Y ET . —A. £2THORY O—EH/RELEBZEIZE,
1000Kbps DFHE T ATORY S—THELFET,
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Traffic shaper DETE

1) FortiGatelzA4 4 > L. Policy & Objects > Traffic Shaping IZREILE T,

HA: Primary VDOM: & - L~ O admin~

TrafficShapers  Traffic Shaping Policies  Traffic Shaping Profiles
m Clor
Guaranteed Bandwidth = Max Bandwidth = Bandwidth Utilization Dropped Bytes = Priority =

[ shared @

2) Create New #421)v4 LT. New Traffic Shaper OEE CUTDHREZITLVNET,
MNew Traffic Shaper

Type @ Per |P Shaper

Mame  Limiting bandwidth to S0Mbps

Quality of Service

Traffic priority Medium hd
Bandwidth unit khps -
Maximum bandwidth @O 50000 kbps
Guaranteed bandwidth CB

DSCP »

Traffic Shaper SRFIEE —&

Type Shared / Per IP Shaper %;&iR

Name FEEDRAE]

Traffic priority bS5 T 4 v OEEE High/Medium/Low) %3E4R

Bandwidth unit bD T4 v DERTEESL (kbps/Mbps/Gbps) % &R

Max imum bandwidth IR LR ZIEE T DB EIZIX Enable ITLTHEZIEET 5
Guaranteed Bandwidth RIEHEEHRT 2BAICIE Enable ICLTHIEERET S

X—F& LT, 50Mbps DEIZAHIFE Z A VTS Shared Traffic Shaper #4ERKT BI1ZI%. UTOHDEMETEELTL
&,

Type: Shared

Name: Limiting bandwidth to 50Mbps
Traffic Priority: Medium

Bandwidth unit: kbps

Maximum bandwidth: 50000

Enable this policy: Enable
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3) 0K #41)w4H LT, Traffic Shaper MBMENF-Z LR LET,

HA: Primary VDOM: &

Traffic Shapers Traffic Shaping Policies Traffic Shaping Profiles

+CreateMew | ¢ Edit @ Clone  >- EditinCLI || & Delete Search Q

Mame ¥ Guaranteed Bandwidth = Max Bandwidth = Bandwidth Utilization = Dropped Bytes = Priority = Ref. 5
[ Shared @

........... 50.00 Mbps Medium

guarantee-100kbps 100.00 kbps 1.05 Gbps Obps High

high-priority 1.05 Gbps Qbps High

o o | ol|e

low-priority 1.05 Gbps Obps Low

Traffic shaping policy D&%

1) Policy & Objects > Traffic Shaping (Z#&hL T Traffic Shaping Policy # 7&:&IRLZET,

HA: Primary VDOM: & = @- L- Oadmin-

Traffic Shapers [ Traffic Shaping Policies

Traffic Shaping Profiles

# Edit  >_ EditinC @ Delete | | Search Q [ Export =

MName Source Destination To Action Shared Shaper Reverse Shaper Per-IP Shaper Service Schedule Status

2) Create New #421)vo LTHRERENSB New Traffic Shaping Policy ODEE CLUTDHREZTLET,

Mew Traffic Shaping Policy

IP Version 'Y 1Pve

MName Limiting bandwidth to 50Mbps
Status RELENY © Disabled
Comments  Write a comment... 4 0/255
If Traffic Matches:
Source interface 28 VLAN- XXXDS x
+
Qutgoinginterface 28 VLAN- XXX x
+
Source =al x
Destination
Schedule >
Service @ ALL x
+
Application €@ +
URL Category
Then:
Apply shaper O
Shared shaper [ & | Limiting bandwidth to 50Mbps -
Reverse shaper e |
Per-IP shaper e ]

Assign shaping class 1D OB
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Traffic Shaping Policy B2EIEE —

-3
=R

IP Version Shaping Policy Z@&Md 5 IP/N\— 3> (IPv4/IPv6) %:&8IRT %
Name EEDLRI
Status REDERN/ENEFEIRT S

Source Interface

Shaping Policy Z#@RATE S 74 VI DEETAVE—T—
AEEIRT D

Outgoing Interface

Shaping Policy Z#RAT A3 74 VI DBEAVE—TT—R
#&IRT 5

Source Shaping Policy Z@HT A5 74 v I DEIETT FLREEE
5

Destination Shaping Policy #@RATAH LS T4 VI DRET FLRAFIEET
%

Schedule BEDOHROABERT 2BEICAT D 1—ILEE&RT S

Service Shaping Policy Z#EAT 5 —EXEEIRT S

Application Shaping Policy Z#AT A7 TV r—2 a3 &&RT S

URL Category

BEDURL ICEAT HHSICIXRL ATITY) 28IRT S

Apply Shaper

B#IZT 3

Shared shaper

E#ZL., BRAT S Traffic Shaper #:EiRT %

Reverse shaper

WAROD S 749923 ERT H5E(C “Enable” (295

Per-IP shaper

Per—IP shaper ##EHAT 55EITERT 5,

X—@HE LT, LANAS WAN ARD 57 4 w412 50Mbps DEIZFIREZMITBIESIZIE. UTOEHETHRTEL

TLEEL,

[P Version: [Pv4

Name: Limiting bandwidth to 50Mbps
Source Interface: VLAN-XXXXDS (LAN Bl >4 —7J = —X % EIR)
Outgoing Interface: VLAN-XXXX (WAN {4 >4 —7J = —X Z&EIR)

Source: all
Destination: all
Service: all

Apply shaper: Enable

Shared Shaper: Limiting bandwidth to 50Mbps
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3) 0KE# 1w LT, Traffic Shaping Policy MBMEnf-Z &R LET,

HA: Primary VDOM: & > @~ O~ O admin~

c Shapers Traffic Shaping Policies Traffic Shaping Profiles

# Edit _ Editin ] Delete Search Q 3 Export~

Name Source Destination To Action Shared Shaper Reverse Shaper Per-IP Shaper Service Schedule

a3l _9% VLAN-XXDS Apply Shaper _ Limiting bandwidth to SOMbps _
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8.7. IPsec VPN

FortiGate @ IPsec VPN HEEFRTET H_ LT, B4 D WDOM(BERBANF) oO—H)ILt 5 A2 FEIT IPsec
WN Fo RV EFE X2 7HBENTELLSICHYET,

IPsec VPN ER5E

KELLTI(E, HEHERHAF (VDOM) DffiZ IPsec VPN 9 5= DEREHITY .

1) FortiGatelz@4 4> L. VPN > IPsec Tunnels [Z#ELEJ ., Create New =4 1) w4 LT IPsec Tunnel
#ERLZET,

Q A . ? 2
* Create New ~ # Edit Delete il Show Matching Logs Search Q
IPsec Tunngl N
unnel ¥ Interface Binding & Status & Ref. &

IPsec Aggregate

2) VPN Creation Wizard [Z&# L T VPN Setup BIEMRRINEIT DT, UTDHREZITLVET,

VPN Creation Wizard

@ VPN Setup ) @ Authentication ) @ Policy & Routing ) @ Review Settings
Name Site to Site - FortiGate

Template type mHubvaanpoke Remote Access = Custom

NAT configuration No NAT between sites
IPsec Tunnels This site is behind NAT
IPsec Wizard The remote site is behind NAT

Remote device type Eizsilenes This FortiGate Remote FortiGate

Cancel
VPN Creation Wizard 52 FIEEH—& (VPN Setup)

Name VPN Tunnel EREICDITHERDREEANT S
Template type “Site to Site” #FERT 3

NAT configuration “No NAT between sites” Z:&IRT 3

Remote device type “FortiGate” ##ERT 5
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3) Authentication BEiEZz&R~<L. UTDHREZITLET,

- = Q HA: Primary VDOM: & > @+ L+ Oadmin-

VPN Creation Wizard

@ Authentication > @ Policy & Routing > @ Review Settings
Remote device Dynamic DNS Site to Site - FortiGate

Remote IP address

>

This ForliGate Remote FortiGate

Qutgoing Interface -

Authentication method NEEEMEIEGE Signature

Pre-shared key @®

.

-\'?Q

i

VPN Tunnel EXE®IEE—% (Authentication)

Remote Device IP Address

Remote IP Address IPsec VPN Tunnel THzftd Hxtm VDOM D IP 7 kL
REANTD

Outgoing Interface WAN Bl >3 —D 1 —XZERT B

Authentication method Pre-shared Key

Pre-Shared Key Pre-Shared Key Z A9 % (xt/@ VDOM I TERET %
ERREFEF—LRLL D)

4) Policy & RoutingEEZRTRL, UTDHREZTLEY,

g — HA: Secondary VDOM: & > @~ 0O~ O admin-

Bl VPN Creation Wizard
© Policy & Routing > @ Review Settings
Localinterface + Site to Site - FortiGate

Local subnets

[+]

Remote Subnets

©

This FortiGate Remate FortiGate
Internet Access @ m ShareLocal  Use Remote

< Back = oncel
VPN Tunnel E%EFIEE—% (Policy & Routing)
Local Interface Phase? FREIZCDITHEEDEZRIZANT S
Local Subnets A=Al (FSA4R—=F) €A FDIPFT LR
LYSEANT S
Remote Local Subnets IPsec VPN Tunnel TH#ed Sxfm VDOM o R—HJL
(FZAR—=F) ®TAVEFDIPTRFLRLUDE
ANT B
Internet Access None (FZ7#JL k)
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5 Review Settings MEIEZRRL., RENBEZHEZELET,

= Q HA: Secondary VDOM: & > @~ L+ O admin-~

VPN Creation Wizard

) + u @ Review Settings

© The following settings should be reviewed prior to creating the VPN,

0 vPN

IPsec Tunnels Object Summary

iFsecinizard Phase 1 interface Branchto HQ

1Ps . e Local address group Branch to HQ local
Remote address group  Branchto HQ remote
Phase 2 interface Branchto HQ

Static route static

Blackhole route static

Local to remote policies wpn_Branch to HQ_local

Remote tolocal policies  vpn_Branch to HQ_remote

Create R UZV 1) v I LT, RERNBERBLET,

= Q HA: Secondary VDOM: & Tenant1007 = >~ @~ L - O admin-
VPN Creation Wizard

\-' < " <
©@ The VPN has baen set up

; els Object Summary

|Psec Wizard Phase 1interface @ © BranchtoHQ | ¢ Edit

IPsec Tunnel Te: Local address group @ & Branchto HQ_local ¢ Edit
Remote address group @ %5 Branchto HQ remote | ¢ Edit
Phase 2 interface @  Branchto HQ

Static route ®19 & Edit

Blackhole route @20 & Edit

Local toremote policies @ vpn_Branch to HQ local 0(37)

Remote ta local palicies @ vpn,_Branch to HQ remote 0(38)

Add Another Show Tunnel List

7)  Show Tunnel List 24 1) w4 LT IPsec Tunnel MY R +ERRL. ZFE LT IPsec Tunnel AEMEH
TWAIEEMHRALET,

HA: Secondary VDOM: & > @~ L - ©Oadmin-~

il Show Matching Logs Search Q

Interface Binding = Status ¥ Ref.

28 Tenant1007-WAN @ Inactive 4

XEIHRIZ, xtm (EHiE) D FortiGate @ IPsec VPN EREZTo>TLEE WY, MADHREMNTETLELzL., UTF
DIEGIREEZERL TS,
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8) IPsec VPN Tunnel @ Status Z#EREL. Inactive W) &> TWABEIZIX. Uy s LET,

HA: Secondary VDOM: & >> @~ L+ O admin~

[ | +CreateNew ~ | & Edit Delete | Lbl Show Matching Logs Search Q

Tunnel % Interface Binding % Status ¥ Ref. ¥

[ == site to Site - FortiGate @

o ven © Branch to HQ 2§ Tenant1007-WAN | © Inactive ] 4

IPsec Tunnel:

9) IPsec MEEMNRTINETNDT. TS IPsec Tunnel HZIRLTHS. Bring Up 22 1Uvs LT
Phase2 Selector TH|FAT 5 Phase2 REZHEIRLET,

= qQ HA: Secondary VDOM: & > @+ L - Oadmin-~
IPsec o iv
W Reset Statistics ] © BringUp~| © BringDown~ || Q Locateon VPNMap il Show Matching Logs
- | I Phase 2 Selector: Branch to HQ I | N . N ) N N .
MName ¥ - " PeerlD = Incoming Data = Qutgoing Data = Phase 1% Phase 2 Selectors =

All Phase 2 Selectors

© Branchto HQ 210.155.158.114 0B 0B © Branchto HQ . © Branch to HQ

10) Status ANUp (EHFERIBREBDELEAETRMTAAV)ICEHL-o=Z &R L . /AT % VDOM®D FortiGate
T4 FE#IZ Up ITHE->TWA T EEZERLET,

HA: Secondary VDOM: & > @- L0- Oadmin-

IPsec z i

eset Statistics BringUp~ & Bring Down = Q Locate on VPN Map [l Show Matching Logs

> Mame % Remote Gateway = PeeriD = Incoming Data = Qutgoing Data ¥ Phasel® Phase 2 Selectors =
Q BranchtoHQ HOOK XXX XAK XKL HOOK XK KAK KKK 0B 0B © BranchtoHQ @ Branchto HQ
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8.8. User & Device
SSL-VPN AN SN -1 —HFIFEPRET 1 2 —HEREShTWETA, BHEIZIE CTEMT 5 Z EAARE
TT, CNIZEY., EXa)TF4R)O—OVWPNDEZRETLI—H—PIIL—T L7V ERDHENTES &
SITHYET,

¥ Z ZTCEHBAY B User (FA—AHI)IL1A—H T, FortiGate A4S A 0§ BEEI—Y (Administrator) &IFE
BmYEY

a—45EMn

1) FortiGatelzA4 4 > L. User & Device > User Definition [ZBBEILET .

| HA: Primary VDOM: & - @~ L~ O admin~
+CreateNew | | & Edit ™ Clor W Delet Search Q
Mame % Type * Two-factor Authentication = Groups = Status = Ref. &
. & Userl & LOCAL ] B2 sslvpn @ Enabled 1

& User & Authentication

User Definition

2) Create New #2 Jv o LET,

+Create New || & Edit ™ Clor Wl Delet Search
MName Type = Two-factor Authentication =

& Userl & LOCAL (]

3) Jomsht-Em®E @ lUser Type] T TlLocal User] ZEEIRLT. Nexty RHEEH Yo LFET,

Users/Groups Creation Wizard
@ Uscr Type > @ LoginCredentials
Local User

Remote RADIUS User
Remote TACACS+ User
Remote LDAP User
FSs0O

FortiNAC User
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4) Tlogin Credentials] T lUsername] (fEf9 21 —H DA% 4 > ID) & Password] #AHL T, TNext]
REAVED)Y I LET,

Users/Groups Creation Wizard

v @ LoginCredentials ) @ Contactinfo ) @ Bxtrainfo

Username tyamada

Password  sssssss

5) TContact InfoJ IXZFMDFEZE. Next] REHEHV UV I LET,

Users/Groups Creation Wizard

v v © Contactinfo ) € ExtraInfo!

B Two-factor Authentication

6) T H1—HETIL—TICFRESEBEA(Z(X. TExtra Infol T. lUser Group)] ZH%IZLT. JIL—
THERIRLET,

Users/Groups Creation Wizard

v ¥ v @ Extra Info Select Entries x

User Account Status  CtESEVIESE O Disabled Q search + Creste

User Group [ 8] | + | B3 ssivpn &

) &&IC TSubmity RE2EV ) vILET,
Users/Groups Creation Wizard

@ Extralinfo

User Account Status [+ R ELIE © Disabled

User Group @© | = sslvpn_cdol x
+
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8) FRMICA—FIERSNCLEHRLET,

& User & Authentication

Definition

= Q

+Create Mew | | # Edit T Clone D
Name Type

& User1 & LOCAL

& tyamada & LOCAL

Search

Two-factor Authentication &

123

HA: Primary
Q
Groups
B2 sslvpn

BE sshvpn

VDOM: &

Status *
@ Enabled
© Enabled

.

o-

L~ O admin -

Ref. =



a—H—-5)I—7

BEOL—HFETIL—TICEEHTERT L ENTEET, EXa )T+ R —OVPNDEETYTIL—T%

BATAHCET, JL—TICBFEINF-2—FDEE® VPN ERE

FFRITEET,

1) FortiGatelzA4 4 > L. User & Device > User Definition [ZBBEILET .

+*CreateNew | # Edit T Clone
Group Name ¥
550 _Guest_Users

sslvpn_cdol

User & Authentication
User Definition

User Groups

2) Create New 22 1) v LZEY,

|| *Createmew || # Edit W Clone
Group Name &
550_Guest_Users

sslvpn_cdel

User & Authentication

Delete Search

Group Type =
T Fortinet Single Sign-On (FS50)
& Firewall

Group Type =
Fi Fortinet Single Sign-On (FS50)
& Firewall

3) TIL—TDLEI%E Name [CAHLET,

New User Group

Name Sales team

Type
Fortinet Single Sign-On (FSSO)
RADIUS Single Sign-On (RSS0)
Guest

Members +

124

HA: Primary VDOM: &
Q

Members =

& Userl
& tyamada

HA: Primary VDOM: &
Q

Members =

& Userl
& tyamada

>> @- L- O admin-

Ref. =

>> @- L~ O admin-

Ref. =



4) Members @ “+7 #VYYHILT. JIUL—TITEMTHAUN—FERLET,

New User Group

Name Sales team Select Entries x

Fortinet Single Sign-On (FSSO)

8 USER(4)
RADIUS Single Sign-On (RS50) Local (4]
Guest & hanako.fuji
Members | & hanako.fuji x & John Smith &
& John Smith x & tyamada
* & Userl

5 K 20 Uw LT, BELEA—HYEECTIL—THERSn-C L &HRELET,

HA: Primary VDOM: & >

+CreateNew || # Edit | @ Clone | @ Delete Search Q

Group Name 5 Group Type 5 Members =
550 _Guest_Users F Fortinet Single Sign-On (FS50) 1
Sales team & Firewall & hanako.fuji ]
& John Smith
& User & Authentication
" sslvpn, = Firewsall & Userl 2
- i & tyamada
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L=

Ref. =

O admin -



a2 —HHIbR

FEICHE>EA—HREIBRTEES. —FJIL—THhoSBINTVRIESICE. EIC2—FTIL—This
HIRT 2RENHYET.

1) FortiGatelzA4 4 > L. User & Device > User Definition [ZBBEILET .

= Q HA: Primary VDOM: & >> @- L- O admin-
+CreateNew | # Edit  Tm Clone Delete Search Q
Name % Type Two-factor Authentication = Groups = Status = Ref. 5
& JohnSmith & LoCAL ] ™ Salesteam @ Enabled 1
& Userl & LOCAL [x] B8 sshvpn_cdol @ Enabled 1
User & Authentication & hanakofuji & LOCAL ] ™ Salesteam @ Enabled 1
Defini & tyamada & LOCAL o B sslvpn_cdol @ Enabled 1

2) TRef. 1 FIA0TRAVWHDA Tz Y b SBENTIND) A—HZHIBRT D5ECIE, EIZZOHF
Uy I LTSRBLTVWA AT FERELET,

= Q HA: Primary VDOM: & >» @~ L0~ O admin~
@ [l | +CreateNew | | & Edit | "m Clone Delete Search Q
:I : Name = Type = Two-factor Authentication & Groups = Status Ref =
a & John Smith & LOCAL ] B Sales team @ Enabled 1
=} & Userl & LOCAL [=] B sshvpn @ Enabled 1
& User & Authentication & hanako.fuji & LocAL L] B Sales team © Enabled I
User Definition & tyamada & LOCAL [x] B sslvpn, @ Enabled | 1 |

3) TE®D47—ARTIL User Group MEEBLTWETDT, FIRL T lEdity1 K22 &2V UvILET,
+CreateMew | | & Edit | | T Cl lUsaaeofU_sar:t.vamada ~

e # Edit Delete BB Viewlist @ View Properties Possible Uses
& JohnSmith & L Object Name = Ref. =
& Userl '3 5] user Group @
& hanako.fuji & LO{ [ ssivpn, 2
& tyamada &L
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4) User Group DREEEARTENET DT, Members NIEE THIBRT 21—H%& “x” £ v o LTHI
BRLEYS,

Edit User Group

Name sslvpn,

Type Firewall

Members | & tysmada *
& Userl x

5 0K Z0UwI LT, JL—ThoZBOI—HFHHIBREINTWEZ LEHRELET,

= Q HA: Primary VDOM: & > @~ L0~ O admin~
+FCreate New | | & Edit | T Clone Delete Search Q
Group Name ¥ Group Type = Members = Ref. =
550_Guest_Users Fg Fortinet Single Sign-On (FS50) 1
Sales team & Firewall & hanako.fuji i}
& JohnSmith
sslvpn &8 Firewall & Userl 2

6) User Definition MEEIZRY . HIRXMRDI—FNMUDA Tz bHLSEBEINTLVEWI E&2HEREL
E3C I

= Q HA: Primary VDOM: & >» @~ L0~ O admin~
+CreateNew || # Edit | m Clone | @ Delete Search Q
Mame = Type = Two-factor Authentication < Groups = Status Ref &
& John Smith & LocaL (] B Sales team @ Enabled 1
& Userl & LOCAL [x] B sshvpn @ Enabled 1
& hanako.fuji & LOCcAL o B Sales team @ Enabled 1
& tyamada & LOCAL [x] @ Enabled 0

) HIBRT 51— ZEIRLT, Delete 20 )y I LFET,

= Q HA: Primary VDOM: & > @~ L~ O admin~
+CreateNew || # Edit | T Clone || @ Delete Search Q
Mame Type = Two-factor Authentication = Groups = Status = Ref. &
& John Smith & LocAL [>] i Sales team © Enabled 1
& Userl & LOCAL o B8 sshvpn @ Enabled 1
User & Authentication & hanako.fuji & LOCAL ] B Sales team © Enabled 1
User Definition & tyamada & LOCAL [ ] @ Enabled ]
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8)

A—YHHIBRESN-CEEZRERELES,

User & Authentication

User Definition

& John Smith
& Userl
& hanakofuji

Tm Clone

Type
& LocaL
& LOCAL
& LOCAL

Search

Two-factor Authentication =

128

HA: Primary
Q
Groups +
™ Salesteam

B8 sshvpn

™ Salesteam

VDOM: &

Status =
@ Enabled
@ Enabled
@ Enabled

>

o -

L~ O admin~

Ref. =



8.9. Log & Report

= qQ HA: Primary VDOM: & 3. @- L0O- O admin
Z & ©Qsearch Q | @ FortiAnalyzer = ['@ 2ahours = | M Details
Date/Time & Source Device Destination Application N3 Policy ID
2023/09/25 15:17:28 89.190, . 2022 HTTPS Implicit Deny |
: 2023/09/2515:17:27 184.10 . 2022 tep/502 Implicit Deny
| Log & Report
2023/09/2515:17:27 164,52, . 202.2 tep/7000 Implicit Deny
Forward Traffic
2023/09/25 15:17:27 194,16 . 2022 tep/5936 Implicit Deny
2023/09/25 15:17:27 164.52. . 2022 tep/7000 Implicit Deny
2023/09/25 15:17:27 164.52. . 2022 tep/7000 Implicit Deny
2023/09/25 15:17:25 35.203, . 2022 tep/47013 Implicit Deny
2023/09/25 15:17:25 80.94.9 . 2022 tep/6418 Implicit Deny
2023/09/2515:17:25 164.92. . 2022 tcp/38304 Implicit Deny
2023/09/25 15:17:22 183.13, . 2022 tcp/8086 Implicit Deny

FortiGate &, YRTLARY M ORY FIT—I9F7OFT4ET4, b3 7499,  UINTOEX2Y) To1BHA%E
OX> S TEFET, Log & Report Tld, ThoOX U HICHTARERTEE. OV RTHEENREIAET,

AY—EXTlLFortiAnalyzer [cOS T—4A %85k, BELTHY. FortiGate LICTSRBT A LA TEZE
ERS

FortiAnalyzer IZEE&nt-045 %S B T BIZ(L. Log & Report TRERSNDZBEAEDELIZHD TILEIU A
Za1—T FortiAnalyzer ZZBIRL TS =& LY,

XY —ER{EH L. FortiAnalyzer TOOSVREBEHEIEIRA I I4—EL-THY., BELTHBY EEA,

BEIZAT T2 OIRELRENDELRIZEICIE. BEHKAICT Syslog H—/"Z THECFEZELY,

891.c3Sw a0y

Log & Report D A=—a2—"5BIRL T, UTD LS T4 v 0T ESBTEET,

= Q HA: Primary VDOM: & > @~ 0+ O admin-
Z & ©Qsearch Q@ FortiAnalyzer = @© 24 hours = || [ Detalls
Date/Time & Source Device Destination Application Name Sent / Recelved

2023/09/25 15:37:17 feB0: 02z icmpé/143/0 152B/0B
LTE VT 2023/09/25 15:37:16 fe80: ff02: icmp6/143/0 192B/08B
Sniffer Traffic 2023/09/25 15:37:16 fes0: ffoz: lemp6/143/0 192B/08
2023/09/25 15:37:16 fes0: ffo2: lempé/143/0 192B/0B
2023/09/25 15:37:16 TeB0: fro2: Iempé/143/0 192B/0B
2023/09/25 15:37:16 feB0e: 02 Tempé,/143/0 152B/0B
2023/09/25 15:37:16 feB0: ffo2: icmpé/143/0 192B/0B

FST7499RTHTE4T—%K

Forward Traffic FortiGate ZB@BI S L5371 v

Local Traffic FortiGate N EETHFZTT1 v
Sniffer Traffic Sniffer USry bFx ¥ TFx) b5 T749%Y
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892. 4R rO%Yy

1Y

Log & Report > System Events T Summary # JZZBIRL T, 1A bATDHY T —%HRTHENTE

i—d-o

Summary Logs

HA: Primary

VDOM: & > @~ L~ O admin

@ Fortifnalyzer = | @ 1hour -

Total Events By Level

0
4:45:00 14:50:00

Top Event

DHCP Ack log

DHCP statistics

Super admin left VDOM

Attribute configured

FI:RTINET

n General System Events &

14:55:00  1500:00 150500 151000  15:15:00
Level Count
31—
iformation| 20
iformaton T
[irormatin | r

15:20:00 15:25:00

= H VPN Events &

15:30:00 15:35:00

Top Event
SSLVPN alert
SSLVPN new connection

SSLVPN exit error

M Emerzzncy
M Alert
3 Critical
M Error
W Warning
W Motice
B Information
M Debug
15:40:00 15450
-
Level Count
121 E—
[ Informaon | 80—
T o
€D events

Summary Logs

2 & ©Qsearch
Date/Time
2023/09/25 15:53:23
2023/09/25 15:52:28
2023/09/25 15:45:52
2023/09/25 15:44:12
2023/09/25 15:39:44
2023/09/25 15:39:26
2023/09/25 15:38:28
2023/09/25 15:37:23
2023/09/25 15:37:06
2023/09/25 15:33:54
2023/09/25 15:31:55
2023/09/25 15:29:21

ARV ATHTE4T—KE

Level User

(R %)

HA: Primary

VDOM: @& GT01~- >~ @~ O~ O admin

Q, || & General System Events = @ FortiAnalyzer = M Details
| % General System Events |||

| =% Router Events
DHCP, 8 VPN Events
DHCH| @ SD-WAN Events
DHCA| & User Events
DHCP‘ @ Endpoint Events
«h HA Events
DHCA
|| = WiFi Events
DHCP. & SDN Connector Events
DHCRI 3¢ FortiSwitch Events
DHCA| O CIFS Events

DHCP server sends a DHCPACK J

DHCP server sends a DHCPACK
DHCP server sends a DHCPACK
DHCP server sends a DHCPACK

Log Description
DHCP Acklog
DHCP Acklog
DHCP Acklog
DHCP Ack log
DHCP Ack log
DHCP Ack log
DHCP Ack log
DHCP Ack log
DHCP Ack log
DHCP Ack log
DHCP Acklog
DHCP Acklog

General System Events

VRATLIZET B4RV b

Router Events

=BT HA R+

VPN Events

IPsec VPN / SSL-VPN IZRE9 %4 R k

User Events

A—HFIZBTHA R+

Endpoint Events

IV RRAVMZEATEHAAN

bk

HA Events

HA BT 1Rk
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8.9.3. OV E&E

MEBTEAR A5 E RS Ty a5, Log & Report > Log Settings THRATAXTEXET,

ity Fabric

'l e
14 Log& Report

ard Traffic
Traffic
Sniffer Traffic

ZINAT

B Policy & Objects

= Q HA: Primary VDOM: & >> @~ L~ O admin
Global Settings al Log Threat Weight
Addit I |
Log Settings
(-3 =3 @ API Preview
Event logging Al > EditinCLI
System activity events X ® O des
VPNactivity events % B Relevant Documentation &
User activity events X B¢ Video Tutorials &
Router activity events x
WiFi activity events x ® Hot Questions at FortiAnswers
Explicit web proxy events X O Join the Discussion &
Endpoint events X @ Security Rating Issues
HAevents x S
Security Rating events x Show Dismissed @
FortiExtender events X
SDN connector events X
SD-WAN events x
CIFS events X
Switch controller events x
Web proxy events X
+
Local trafficlogging ~ All
Log allowed traffic ©
Log denied unicast traffic ©
Log denied broadcast traffic ©
Log local out traffic ©
Syslog logging
= » _ ° S, = — Ho 4B N A= e A S o
FST49987@F J7AT7 04— IUR)O—EICRBOFV/F 7 EMBTEINBERETEET,
= Q HA: Primary VDOM: & >> @~ L0~ O admin
Edit Policy
Email Filter o ]
SSL Inspection M no-inspection v &
Additional Information

Firewall Policy

XAll Sessions”ZERLET &, OV DEAKREL LY AT REPRMARCBYEINT, FSTLYa—T

Logging Options

Log Allowed Traffic Il All Sessions

Generate Logs when Session Starts (B
Capture Packets »

Comments | Write a comment...

4 0/1023

Enable this policy €O

® AP Preview
>~ EditinCLI
@ Online Guides
& Relevant Documentation &

W Video Tutorials '
@ Consolidated Policy Configuration ('

o Hot Ques

¢ Join the Discussion &

4T HEITS EEENIE Security Events”ZEIRL TL &L,
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9. hRELTVTL—F

il - AR RARLERETL VDA A—DHEARILTUOTL—FELTRELTHELC E. RETY VERK
BT TL—hELTGEIRTESRESIZHYET, Ff-. hRBZLTFUTL— MIE, D EEHEERFIZAR
THIELTEET,

91. HRALTUITL—rZEERT S
FTERBREIOUEEIRLT, hREZLTUTL—FEERLET,

(TxE=xE)

> UTORBIIUIE, ARFLTUTL—MITEEEA,
NI DT T  TARIPMFNTWS Ny o 7y THEEEIL)
wWEQOY IR -TULVDS
AtV RELEELT S X K 0SWindows, Redhat %)

> HARBLTUTL—bOERICIE. FIENEEAHY EFT . Y—EALKRLOFHZEE L TLGRWMESO,
ARAENBEYTHEVEEDEBT, HHAMMEREHRSETWV LS EAHYET,

> HARALTUTL—FOERMNOCBEEDETETOM. TEHBIREIIUIE UTORENHREIAET,
TR ON/OFF
Jy b/ vy bED Y/ BiREE
TRt a—fMoa—y
mE
HIlB&

> HRBLTUTL—FIZIFK, TELEBHRETDUDRADT—EIANITRTarE—hExzd, EXa)T4LD
HEMD /tmp ZA LA, /var/log/ LUTOAOY, o z)L®D history [EHREELARDBENRLGZNT 7L

[T, PORBRLTLEEELY,

> THOYMERLIIERANFIOT, OT A VARELRI—HF IV ERERICL T EEL,
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(1) Desktop Data Center [ZEBEERTASI AV LET,

RS ~ ~ —_ > ~ ~ > Y
FTEF—=a3oAza—0 FyafR—F] ZBRLETS,
2 freebit cloud VDC 47: JU—Ew bEREH (SRFAEEE) | osrobk
Desktop DataCenter ]
I=HER AEEESR v » BHAZ
V7T1 (vc7:1) v I FyIam—F
VIT1OMWE
LA EREL U — 20 5t 2025/07/12 14:37 BIRFIELIVCPUR 1,2,4,8,12,16
B oo WRTRELAEUTAZ 0.568,1CB,2CB, 4GB, 8GR, 32C8,64CB
- O¥1> 10 V7t
@] nasas>TL—1 JRT— | esusenn o
E] =
@ o2z PHEAKEAPF ELR - BE
@) xv bo—om -
% SSL-VEN Sy O Ty Ezowmm 25.9768/100068 B2
Fortigate
e sov0s7
] ~>roz

g w=27n-FaQ
B sEvwahe

) snbEE

BTS2

RIS SXE0E | FnfE 10 v

V7T1-0-DEMO-01

0% - 2CPU 0% - 4096 | E4 50GE

TOUEERLET,

BEED |

Fortti: 50 v

0% - 2CP | 0% - 409

V7T1-0-DEMO-01 U 6 R 50GB localhost.loca- -
0% - 2CP 0% - 409 ;
V7T1-0-DEMO-02 (o) U 6 B 5068 FHE localhost.loca- - =
0% - 2CP 0% - 409 ;
7T1-0-DEMO-03 [z} U ’ 6 EoF 50GB FAE localhost.loca - -
0% - 2CP 0% - 409 ;
V7T1-0-DEMO-04 o0 U " 6 K 5068 FHE localhost.loca- - =
— . .
(3) VTR ERTLEY,
V7T1 (ve7:1) v I +—)({A#:V7T1-0-DEMO-01 Ny OFuTHE | AR 0 o B
=
I ate
@ Hwsak—k @ O @ v E” H’:ﬂ Lﬂ
WHON THOFF uey bk Sty bITY BEw 20->  F-SE 24— FLILER =P
B2 muvsorm o->
N Rtk =] ECRETT
@ 1so-x—swm U 0% - AP0 T V7T1-0-DEMO-01
AE: 0% - 4096MB CPU: 2CPU
BiREE 2024/05/08 16:39 AELY 4GB
@) #v ro-oma A ERA 2024/09/05 10:01 FAR: 5068
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(4) TARBLTUTL—rOER] BET, RO (AR LTUTL— OS] HEGBA-—EZSHE
LTREEBZAAL, "RN'RIVERTLET.

| DDC - HRZ LF>TL— bOtFH
I L— MEBOAD

F2ITL—bg 241
WMEIL—HE
MEACAD— B AT e8~16HC AS
J\—=3> 1.00 (41 :
1.1.0)
K%k OViTL
12HE JU—Ew Mlat(vTL)

ERER

=2

THhRE LT TL— ORI BRSA—E

ToIL— 4 NRABLTUTL—FEBATEDRZEMEANLET . AD
TEAXFHEIE, ZIWLI7ANy FEBREE. B5GRLhva,
EVAR. NI BEUVRR—=R)TYT, hRFLTVT
L— MERRHLEBNTEEY,

V1 —H4 HRALTUTL—rEFE->THERLEEREBE<T S IZOT A
VBRI EDTERLI—HLEEANLET,

XIZTAALEA—YTHIU I, TUoTL—FOTD
REISVICBBTIHMERINEREA, FOHARILTUT
L—bDTICHBZREI O UICHRYDI—HFTho U M &k

BLTHELLDBELHYFET,

MR T—F REII2ICOTA VT BHIENDTEEHLEREBI—FRAD/IIX
J—FEAHDLET,

N—o3Y HRARALT T L— b EEBTEH-HOFEED/NN—D a3 0B
BEANLET, TIAIELTIK 1.0.0 IZHYFET,

NP ARBZLTUTL— b E2ETEIRREDEEHFREINFEA

ALFEFT. hUIREY TEBOBAHFEEET 2EMHE
Y. BERBFOHINFOAEZANLEEZE. COTVT
L— FMEDEERIZAFShSZEEHY EEA,

RftE BEERRREEED (SF%E NERSIFET. CDIEE
DEBRFTEEEA,

Bl NABLTTL— b &HATHITHFRAMEAALTLES
AN
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=2 CDARGLT VT L— b EF>THERT HERET S VI
THERHZANLTSEEW, FIZIEX “vOPU E%IE 2 fELL
b AEY 6RE" GE A—FHRIMYZVETAAL
TLEELY,

(8) AADBEDOYELEL, "RN'REVERTLET,

(6) ANEREEARTENDIDT, ANNBEHREL T, "TUVITLER REVERTLET,

| pDC - HRELFZTL— ol

F> I L— MMEROAD T L— FAhORRZ
FrIL—bE h2Z L7 2T l—I E001
ME1-HE user
HER/ (AT — B
PASEE Y 1.0.0
NGRS V7T1
EHE JU—Ew R EH
SHER Word Press tzw k7w FifEd
=t 2vCPU AE2GBLL F 1l

BC3 ST LAR

(7)) T TL—rBEBERTOEENRRENDLDT, "ALD RV EMTLET,

| DDC - HRHLF>TL—HOtFE

Tk
ol
=

T fL— MERDA D T2 L — A hDmR 7> L— 3
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(8) hRBLTUTL—rOBFEETI &, 185 - REBWI OBBEIZ, AR LTV TL—FOER
ZHFEPOO, BEASFRENTOET] LV A YE—URRTENET, =, " WTHRAE
LToTL—F “OEEAN HY” IZRYET,

G 2 1 Ey &
FT LA

5EH o0->  F-IEIH-—MY a>V—il
o->
B3 - WEHH
4% - WEHH
NAS LT T L — hOERERBROESD, SNSRI TLET. (oI LESE) |
[IEESEY: V7T1-0-DEMO-01
CPU: 2CPU
HEU: 4GB
T A fR#:50GB
CD/DVD FSJ: (%) IS0 A
W 1L—1:
PR — | et ©
[VMEHRE LT > TL— D)
J0—)ULR v T YV

J0-)ULT EL-A: 0.0.0.0

(9) "FUILEE RIVERT L, [TUTL— MEE) BERICBETEES. [TOTL—FEE O
FHME, 9.3 ARFILTUTL—2EET D] 28BLTIIZEL,

NREBLTUTL— FBRBRIC. BEZZTRFFEEOA—LANBEHR (AT 1 021—) TEBHFEA—ILTFLR
SEICEESNFETS,

HENBDEEICE, RASEFXAMYET, BERTRICEHIYA—LITTITERLETOT, ToTL
— FMEEEEICTARRZLT T L—MPMEREN TS &2 THERCEZEL,
CHENCBEERETTECOMIC, BEROCHEICTRFEZX Y oL TRESICF,. ToTL— FEEEED
SLHFEDBMYHELATEEY,

92. WRALTUTL—+ZEFIRATS

WABLTUoTL— R, RETDVOERBIZTFYIL—FELTERTEET, RET D VOERFIEIZD
WTI, T6. 1R UDER] 28BS,
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= Q VDOM: & GTO3~ > @~ L- 8
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R ET. User & Portal OESEHITEREL
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EP admin@localhost~ - [m| X
[admin@localhost ~]5 ~
[admin@localhost ~]§
[admin@localhost ~]$ df -hT
J2 AN A470 #4431 £ ®0 E#R:Y0Lk UE
devtmpfs devtmpfs g99M 0 89SM 0% fdev
tmpfs tmpfs S910M 0 9SloM 0% fdev/shm
tmpfs tmpfs 210M 184 8§93M 2% /run
tmpfs tmpfs S10M J S10M 0% /sys/Is/cgroup
/dev/mapper/centos-root xfs 476G 1.3G 46G 3% /
/dev/sdal xfs 1014M 14SM 866M 15% /boot
tmpfs tmpfs 182M 0 182M 0% /run/user/1000
[admin@localhost ~]%
[admin@localhost ~]5
[admin@localhost ~]5 1sblk
NAME MAJ:MIN EM SIZE RO TYPE MOUNTFPOINT
fdo 2:0 1 4K 0 disk
sda 8:0 1] 506 0 disk
tsdal 8:1 0 16 0 part /boot

sda2 g:2 0 439G 0 part

t:centosfzaat 253:0 0 476 0 1lvm /

centos-swap 253:1 0 26 0 lvm [SWAP]
de 8:16 0 100G O disk
sri 11:0 1 1024 0 rom
[admin@localhost ~]5 I W
B admin@localhost~ — [m| X
~

[admin@localhost ~]%
[admin@localhost ~]%
[admin@localhost ~]§_sudo fdisk /dev/sdb

Welcome to fdisk (util-linux 2.23.2).

Changes will remain in memory only,
Be careful before using the write command.

Device does mot contain a recognized partition table

until you decide to write them.

Building a new D05 disklabel with disk identifier Oxle&e4B853.

A7 2 mTAJF):p

Disk fdev/sdb: 107.4 GB, 107374182400 bytes,

Units = sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512 byte
/o Y4 X (el /3 51z 4 b/ os12 Hq b

Disk label type: dos
T 2D RRIF: oxleesd3s3

THRAA F=b iag= o
A7 vE mTnldo: il

Partition type:
p primary
e extended

Select (default p): p

=77 w3 J &8 (1-%, default 1): 1

4 sector (2048-209715199, #IHA{E zoas):

tEAE 2048 & EVE T

Last sector, +sSectors or +size{K,M,G}

fNEAfE 209715198 & {ELVF T

Partition 1 of type Linux and of size 100 GiB is set

Jov b

(0 primary, 0 extended, 4 free)

A7 mTAlT):p

Disk /dev/sdb: 107.4 GB,
Units = sectors of 1 * 512 =
Sector size (logical/physical): 512 bytes / 512 byte
/e B4 X (B /3 s1z {4 b/ s12 A b
Disk label type: dos

T4 A0 #AIF: oxlege4ss3

107374182400 bytes,
512 bytes

FHRAA - gl o Jov h
/dev/sdbl 2048 209715199 104856576
13 o

T Ty w
NB-Ta2avr -JILEEEShFLE

=]

S

209715200 sectors

(2048-20071519%, ¥JHA{E 20971s5189):

209715200 sectors |

Ida YAT A

83

Linux
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05

RED I 7A IV RTLOKEE . B0 L F-53E
TARIDTNARBEHRALET,

[admin@localhost ~1$ lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
£do 2:0 1 4K 0 disk
sda 8:0 0 50G 0 disk
f-sdal 8:1 0 1G 0 part /boot
Lsda2 8:2 0 49G 0 part
t:centos—root 253:0 0 47G 0 lvm /
centos-swap 253:1 0 2G 0 lvm [SWAP]

[sap 8:16 0
sr0 11:0
[admin@localhost ~1$

100G 0 disk
1 1024M 0 rom

06

BMUIEEET A RIICIS—F 43 v EERL
i_d-o

[admin@localhost ~]$ sudo fdisk /dev/sdb

Welcome to fdisk (util-linux 2.23.2).
Changes will remain in memory only,
to write them.

Be careful before using the write command.

until you decide

Device does not contain a recognized partition table
Building a new DOS disklabel with disk identifier
0x4235365d.

aORVK (m TALT): p

Disk /dev/sdb: 107.4 GB, 107374182400 bytes, 209715200
sectors

Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 4 X (& / #E): 512 N4+ / 512 18 b
Disk label type: dos
T4 RV #BIF: 0x4235365d
FTINAR T—F B #m vy 1d YARTL
aAYYF mTALT):n
Partition type:
p primary (0 primary,
E extended
Select (default p): p
IN—FT 1423 VEE (1-4, default 1): 1
4] sector (2048-209715199, #HE 2048) :
WHAME 2048 EHEVFET
Last sector, +sectors or +size{K,M,G}
WHAME 209715199) :
MHE 209715199 EHENFET

Partition 1 of type Linux and of size 100 GiB is set

0 extended, 4 free)

(2048-209715199,

aARVEK m TALD): p

Disk /dev/sdb: 209715200
sectors

Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

1/0 AR (F/N / HE): 512 A b/ 512 1A b

107.4 GB, 107374182400 bytes,

Disk label type: dos

T4 RV HAF: 0x4235365d

TINAR T—F 1RR B JOvYy  1d YARTA
/dev/sdbl 2048 209715199 104856576 83
Linux

aORVK (m TALT): w
N—T42avT—TLRFEEShELE!

ioctl() ZMUHLTN—T 13V T—JLEBHAHLET .
TARVERBLTVES,
[admin@localhost ~]$


mailto:admin@localhost
mailto:admin@localhost

EP admin@localhost: ~ — ] x 08
~

FHAAA T = b= %2 JOvH  1d AT A
/dev/sdbl 2048 209715199 104856576 83 Linux
°o = s N . - =
N—=T42aVvhEEh TS C & & HES
AIUE mTA Ty w B
B-Ta 23T -JNWFEEENFLE ! 4
o
ioetl() F FFHALTN-T4A 237 —JNEBEZ2AHLET .
FLADERBLTOFE T, ,
[admin@localhost ~]5 [admin@localhost ~]$ lsblk
[admin@localhost ~18 NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
[admin@localhost ~]S_lsblk £d0 2:0 1 4K 0 d:i:sk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT sda 8:0 0 50G 0 disk
£d0 2:0 1 4K 0 disk F—sdal 8:1 0 1G 0 part /boot
o 90 0 S5 0 cHeE “—sda2 8:2 0 49G 0 part
tsﬂal Bed w 1e O pere JEaTe }*centosfroot 253:0 0 476 0 lvm /
T;Z:m:ns—xnnt 252(2] g 335 g T:;E ; ‘;centos—swap 253:1 0 2G 0 lvm [SWAP]
centos—swap 253:1 0 2G 0 lvm [SWAF] el 8:16 0 1006 0 disk
db 8:16 0 100G 0 disk —sdb1 8:17 0 100G 0 part]
F—sd.bl 8:17 0 100G 0 part sr0 11:0 1 1024M 0 rom
sro IT:0 110244 0 rom [admin@localhost ~
[admin@localhost ~]5
[admin@localhost ~]5 I w

P admin@localhosti~ - m} X 09
£do 2:0 1 4K 0 disk ~
sda 8:0 4] 506G 0O disk
tsdal 8:1 0 16 0 part /boot . . . _
sdaz 8:2 0 496 0 part IN—TF A VIZTF7ANVARTLEERLET,
I:cencas—:mor. 253:0 o] 47G 0 1vm [/
centos-swap 253:1 Q 2G 0 1lvm [SWAP]
sdb 8:16 0 100G O disk
Lsap1 g:17 0 100G 0O part [admin@localhost ~]$ sudo mkfs.xfs /dev/sdbl
sro 11:0 1 1024M O rom meta-data=/dev/sdbl isize=512 agcount=4,
[V FesiesE . [ agsize—6553536 blks
[adminlocalhost ~13 = sectsz=512 attr=2,
[adm.l.n@lac:jllhost ~15 sucio mkfs.xfs fdev/sdbl projid3zbit=1
[sudo] admin /T2 0 —F : = crc=1 finobt=0,
meta-data=/dev/sdbl isize=512 agcount=4, agsize=6553536& blks sparse=0
= sectsz=512  attr=2, projid3zbit=l e _ bsize=1096
- cre=l vl BT blocks=26214144, imaxpct=25
data = bsize=40%96 blocks=26214144, imaxpct=2Z5 _ —— Silelen=0) bilks
: - i Sm,utio Swu,n,:h#,j_blks _ naming =version 2 bsize=4096 ascii-ci=0
naming =version 2 bsize=4096 ascii-ci=0 ftype=l Frype=1
log =internal log bsize=4096 blocks=12798, wversion=2 . .
= sectsz=512 sunit=0 blks, lazy-count=1 log =il }og bsazeSd096
realtime =none extsz=4096 blocks=0, rtextents=0 blocks=12799, version=2 e
[admin@localhost ~15 = sectsz=512 sunit=0 blks,
[admin@localhost ~]5 I [¥] lazy-count=1

ER admin@localhost~ — ] X 1 O

data S bsize=40%6 blocks=26214144, imaxpct=25 )

= sunit=0 swidth=0 blks
naming =yersion 2 bsize=405¢& ascii-ci=0 frype=1l N o N o —_ N
1log =internal log bsize=4096 blocks=12798, version=2 IO ERAMEERLT,. TR ETDOU B

= sectsz=512 sunit=0 blks, lazy-count=1
realt_:ime =none extsz=4096 blocks=0, rtextents=0 Lij—o IE!’%"(:vrb > |~ éhf:: & Eﬁéﬁ inj—o
[admin@localhost ~]§
[admin@localhost ~]5
[adminflocalhost ~]% sudo mkdir /mnt/sdbl
[adminflocalhost ~]§ sudo mount /dev/sdbl /mnt/sdbl
[admin@localhost ~]5
[admin@localhost ~]15 df -hT

[admin@localhost ~]$ lsblk

RS L) o {EH Y ElHs TS AE NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
devtmpts devtmpfs 893 0 893M 0% /dev £d0 280 1 K O clisl

tmpfs tmpfs 910M 0 910M 0% /dev/shm sda 8:0 0 506 0 disk

tmpfs tompfs S10M 18M 853M 2% /run F—sdal 8:1 0 1G 0 part /boot
tmpfs topfs S10M 0 810M 0% /sys/fs/cgroup L—sda2 8:2 0 49G 0 part
/dev/mapper/centos-root xfs 476G 1.3G 466G 33 / Fcentos—root 253:0 0 476 0 lvm /
/dev/sdal nfs 1014M 1494 866M 15% /boot ;centos—swap 253:1 0 26 0 lvm [SWAP]
tmpfs tompfs 182M 0 182M 0% /run/user/1000 sdb 8:16 ° 0 100G 0 disk

V dev/sdbl xfs 100G 33M 100G 13 /mnt/sdbl =

[admin@localnost ~15 —{sdb1 8:17 0 100G_0 part]
[admin@localhost ~]§ sr0 11:0 1 1024M 0 rom
[admin@localhost ~]5 I v ladmin@localhost ~
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EP admin@localhost:~ — O X

[admin@localhost ~]5 ~ 1 1
[admin@localhost ~]15
[admin@localhost ~]$ _sudo wi fetc/fstab

0S BEBEIRFICEEIMIZY VD FENB LI,

¥
$# /etc/fstab
# Created by anaconda on Thu May 14 14:10:40 2020 /etc/fstab é%ﬁi L,'az'g'o
3
# Ahccessible filesystems, by reference, are maintained under '/dev/disk'
# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info
¥
/dev/mapper/centos-root / xfs defaults 00 [5;%
UUID=da77da78-b85d-405a-80f4-4787093ca44d /boot xfs defaul
ts 00 =n N - N
/dev/mapper/centos-swap swap swap defaults o0 /etC/fStab a)EXEb\IE L’ < 7;""\& -~ OS b\ﬁéﬂ L’
/dev/sdbl /mnt/sdbl xfs defaults 0 Cll_
~ ~ N 3 == -
: BRIBIAABYETOT, TELTLES
= o - P
- LYo root M/XRT— RIFIEFIHRELTHEL &
- SITLTLESEL,
= v
[admin@localhost ~]$ sudo vi /etc/fstab
#
# /etc/fstab
# Created by anaconda on Thu May 14 14:10:40 2020
#
# Accessible filesystems, by reference, are maintained under '/dev/disk'
# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info
#
/dev/mapper/centos-root / xfs defaults 00
UUID=da77da78-b85d-405a-80£4-4787093ca44d /boot xfs defaults 00
/dev/mapper/centos-swap swap swap defaults 00
/dev/sdbl /mnt/sdbl xfs defaults 00
P admin@localhosti~ - m} *
[admin@localhost ~]5_lsblk ~
HNAME MAJ:MIN RM S5SIZE RO TYPE MOUNTPOINT
£do 2:0 1 4K 0 disk
=sda 8:0 ] 506 0 disk
s SE 0 g g 0S #BRELT. XYY M EHTHDC & EHR
sdaZ 8:2 Q 49G 0 part
I:centos—root 253:0 0 47G 0 lvm /
centos-swap 253:1 0 26 0 lvm [SWAP] L&i_d_o
db B:16 0 100G 0O disk
L sdbl 8:17 0 100G 0 part /mnt/sdbl
sr0 11:0 1 10244 0 rom
[admin@localhost ~]%5
[admin@localhost ~]%5
[admin@localhost ~]§ df -hT
I AN A7 HX FR ®N ER: 7O EE
devtmpfs devtmpfs g9aM 0 89sM 0% fdev
tmpfs tmpfs S910M 0 91o0M 0% fdev/shm
tmpfs tmpfs 910M 18M 893M 2% frun
tmpfs tmpfs S10M 0 910M 0% [sys/fs/cgroup
/fdev/mapper/centos-root xfs 476G 1.3G 466G 3% /
/dev/sdal xfs 1014M 148M 866M 15% /boot
tmpfs tmpfs 182M 0 182M 0% /run/user/1000
[dev/sdp1 xfs 100G 33M 100G 1% /mnt/sdbl |
[adminflocalhost ~]% I w
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